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ABSTRACT

This thesis presents a method for countering Denia of Service (DoS) attacks in
networks that provide Quality of Service (QoS) guarantees using Differentiated Service
(DiffServ). This approach uses feedback from the DiffServ provider to initiate packet
signing at the source. The signature allows the DiffServ provider to distinguish valid
packets from malicious packets. This mechanism can aso be used to provide key
management for other digital signature methods, such as the Internet Protocol
Authentication Header (IP AH). However, unlike other methods, our solution requires no
encryption or cryptographic processing on a per-packet basis. Instead, it utilizes the
sender’s ability to ater its packet signatures faster than the attacker can duplicate the
changes. This method also avoids the fragmentation and decreased throughput associated
with increased packet size of IP AH through use of existing fields in the IP header. This
method results in a significant reduction in valid packets that are dropped during a DoS
attack. Thus, a DiffServ provider would be able to maintain QoS guarantees during an
attack without incurring the overhead associated with cryptographic signatures. A C++
implementation of this DoS countermeasure for the ns2 network simulator and the

experimental simulation scripts are included as appendices.
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INTRODUCTION.

A. BACKGROUND

Future military networks such as the Navy’s FORCENet concept will carry traffic
between many dissmilar groups of users smultaneously. Traffic may be operationa or
administrative, and of varying precedence. Military networks must be able to determine
which traffic should receive higher priority. For example, traffic between forces in
combat must be given priority over routine administrative traffic. The current model of
Internet routing provides only Best Effort service. No guarantees are made with respect
to how, when, or if traffic will reach its intended destination. Traffic that requires
Quality of Service (Qo0S) guarantees - priority over other traffic or specific bounds with
respect to transmission quality - is at a disadvantage in a best effort environment.
Differentiated Service (DiffServ) is a method of providing QoS guarantees to network
traffic by aggregating similar traffic and giving priority to specific aggregates.

A Denia of Service (DoS) occurs when users are prevented from utilizing a
service provided by a system. The most widespread method of creating a DoS is by
artificial exhawstion of a resource, such as bandwidth, processor cycles, or memory. A
Distributed Denial of Service (DDoS) attack is one in which an attacker uses the
combined power of many hosts to exhaust the resources of a server. New types of DoS
attacks will accompany implementation of the DiffServ model. The separation of traffic
into aggregates will make it easier for an attacker to target a specific subset of traffic
flowing in the network. DiffServ also offers new possibilities for the prevention of DoS
attacks, since a DiffServ provider will have more information about its clients than is
currently tracked using today’ s implementation of the protocols found on the Internet.

B. PURPOSE

The primary goa of this thesis is to develop and test a mechanism for preventing
DoS attacks in DiffServ networks. Secondary goals necessary to accomplish this include
determination of the topologies likely to be used in future DiffServ networks,
examination of the specific vulnerabilities of these topologies to DoS attack, creation of
an analytic model that can be used to calculate the effectiveness of a DoS
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countermeasure, and implementation of the DoS countermeasure as an extension of an
existing network simulator.
C. SCOPE

The scope of this thesis is limited to (a) a review of the Differentiated Services
standard, (b) determination of the constraints DoS networks will impose on new DoS
attacks, (c¢) development of a feedback-based DoS countermeasure for use by DiffServ
clients and providers, and (d) implementation and testing of the countermeasure in the
ns2 network simulator.

D. MAJOR CONTRIBUTIONS

This thesis explores the possible changes in the manner in which DoS attacks are
conducted that will accompany widespread implementation of DiffServ in the next-
generation Internet. A technique is presented for countering DoS attacks against
DiffServ networks. This technique can also be used in certain cases to detect illegitimate
use of premium services without payment. An implementation of the technique in a
common open-source network simulator is provided. The theoretical performance of this
technique is derived mathematically and compared to the results obtained by simulation.
The communication method used in this technique may be useful in other applications as
well.

E. RELATED WORK

A summary of this research was submitted to the 10" International Conference on
Telecommunications Systems, Modeling, and Analysis (ICTSM 10) as a paper entitled A
Feedback Mechanism for Mitigating Denial of Service Attacks against Differentiated
Services Clients[BRAUNOZ2]. This thesis presents the material covered in that paper and
expands upon it.

F. ORGANIZATION

The remainder of this thesis is organized as follows:
Chapter 11 is an overview of network QoS in general and DiffServ in particular.

Chapter 11l is an examination of attacks used in the existing Internet and the
methods proposed to defeat them. The effectiveness of these attacks and methods



in DiffServ networks is discussed. Differences in DoS attacks and the scenarios
in which they would be possible and effective against a DiffServ network are
discussed.

Conceptual details of the DoS countermeasure developed by this thesis are given
in Chapter 1V. This chapter aso includes a derivation of the theoretical

effectiveness of the countermeasure

Chapter V describes how the proposed DoS countermeasure was implemented. It
includes a description of the design and architecture of the ns2 network simulator.

Specific modifications to the simulator are discussed in detail.

Chapter VI sets for the simulated topology, experimental design, and simulation

results.

Chapter V1 lists the conclusions and future work for the thesis.
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II.  NETWORK QUALITY OF SERVICE

A. OVERVIEW

Providing Quality of Service guarantees is one of the next steps in the evolution
of Internet routing. Networks that provide QoS guarantees allocate resources (queue
space, bandwidth, etc.) to traffic flows differently based on the source and type of each
flow. The performance of applications such as streaming audio and video, Voice over IP
(VolP), and video teleconferencing can be degraded by network congestion or losses.
Implementation of QoS guarantees can eliminate degradation and ensure fairness for all
flows. Current and proposed types of service are discussed below.

B. BEST EFFORT SERVICE

The current model of Internet routing provides only best effort service — no
guarantees are made with respect to jitter (inter-packet arrival time), latency (delay
between transmission and receipt), error rate, or loss rate (number of dropped packets).
Best Effort service does not prioritize one type of traffic over another, even in cases
where it could be done easily and at low cost. All traffic is treated equally, which puts
traffic that requires limitations on the aforementioned qualities at a disadvantage. Time-
sensitive traffic can be delayed or lost due to congestion caused by applications that do

not have any specific latency requirements.

Best Effort service does have certain advantages. It does not require routers to set
up end-to-end connections or maintain state information on a per-flow basis. Best Effort
routers also do not need to allocate or manage multiple queues for multiple traffic flows.
C. INTEGRATED SERVICE

One proposed alternative to Best Effort service is to monitor each end-to-end
connection, hereinafter referred to as a flow, and selectively determine the order and
direction in which packets are transmitted based on the QoS guaranteed to each flow.
This provides a much finer granularity of service, since it allows prioritization at the flow
level. However, this method is not feasible for use in the Internet because it is not
scalable to large networks. It requires end-to-end connection setup for each flow, which
in turn requires every router along the path of the flow to maintain state information

5



about the flow. In the network core, where the paths of many flows overlap and traffic
volume is very large, routers do not have the queue space or processing resources that
would be required to monitor every flow passing through them.

D. DIFFERENTIATED SERVICE

Differentiated Service is a method of providing QoS to traffic flows without
having to the maintain flow state information at every router. Traffic classification is
distributed to the edges of the network where volume is lighter. Edge routers police
traffic entering a network based on the Service Level Agreement (SLA) between the
source and the domain operator. Traffic is classified and conditioned to conform to one
of afixed number of specific behavior aggregates, which are pre-defined throughout the
DiffServ domain. Per-hop behavior (PHB) is defined as “a description of the externally
observable forwarding treatment applied at a differentiated services-compliant node to a
behavior aggregate’[RFC2474]. The treatment that traffic assigned to an aggregate will
receive at core routers is determined by the PHB associated with that aggregate. Thisis
known as core-stateless routing. Core routers do not track the state of individual flows.
They are only responsible for forwarding based on the classification assigned to each
packet when it entered the network.

1. Architecture

DiffServ has not yet been implemented on a large scale in the Internet.
Implementation will not happen all at once, but will occur in individual domains as
service providers upgrade equipment and software in their networks. A DiffServ domain
isdefined as

“...a contiguous portion of the Internet over which a consistent set of

differentiated services policies are administered in a coordinated
fashion....”[RFC2474]

The DiffServ code-point is defined as the first six bits of the eight-bit Type of
Service (ToS) field in a packet’s IP header. Each behavior aggregate is identified by a
single DiffServ code-point. When a packet reaches the ingress router of a DiffServ
domain, the ingress router will mark it by changing the value of the DiffServ code-point

to the code-point associated with the correct aggregate for that packet. Packets from



unrecognized sources, i.e. those that do not have an SLA with the domain, are assigned a
default code-point. Core routers treat packets with the default code-point as Best Effort
traffic, thus ensuring backwards compatibility for traffic arriving from non-DiffServ

domains.

It is important to note that al routers in the DiffServ domain that are linked to
other domains must be configured as ingress routers. This provides access control to the
QoS guarantees provided by the DiffServ domain. Within the core of the network,
packets are forwarded according to the per-hop behavior associated with the DiffServ
code-point [RFC2474]. Traffic entering a core router without first being marked by an
ingress router would be forwarded based on the code-point it arrived in the DiffServ
domain with. This would allow service theft - a Situation in which some traffic receives
preferred treatment that it is not entitled to receive. Service theft could be accomplished
by setting the traffic’s code-point to one that receives premium treatment by the Diff Serv
core routers.

2. Possible DiffServ Topologies

The proximity of the client and receiver to the DiffServ network affects the path
that DiffServ traffic will follow. This path in turn affects the guarantees the provider can
make to clients. There are three types of connection paths possible, as shown in Figure
2.1

a. End-to-End Single Provider Path

In this topology, clients and receivers are directly linked to a single
DiffServ domain. Traffic receives QoS guarantees over its entire path. These guarantees
are offered and ensured by a single DiffServ provider. In Figure 2.1, traffic from A to B
would follow this type of path.

b. End-to-End Multiple Provider Path

In this topology, clients and receivers are connected to different DiffServ
domains. Traffic flows on a path through different domains, but still receives QoS
guarantees over the entire path. All individual domains along the path must agree to
provide QoS guarantees to traffic arriving from upstream DiffServ domains. In Figure
2.1, traffic from B to D follows this type of path.

7



C. Partial Best-Effort Path

In this topology, the traffic from client to receiver transits a nonDiff Serv-
capable domain at some point. QoS is provided only during the times when the traffic is
in a DiffServ domain. In Figure 2.1, traffic from C to D and from A to C follows this
type of path.

DiffServ DiffServ
Domain Domain
C R
, -
X \ | |
8‘_"‘ , Non - DiffServ Domain
N .

Figure2.1. Possible Network Traffic Paths.



[Il. DENIAL OF SERVICE ATTACKS

A. OVERVIEW

The goa of Denial of Service attacks is to prevent users from utilizing a service
that a system is providing. DoS attacks may target individua flows and groups of flows
or they may be indiscriminate. They may require the compromise of network devices,
i.e. hosts, servers, and routers. These devices may not have to be along the path of a
targeted flow in order for an attack to be effective. General types of interference, tactics
that support or enable attacks, methods of interfering with or denying services, and the
feasibility of these methods are discussed below.

B. TYPES OF INTERFERENCE

Denia of Service can be accomplished by disabling network hardware or
software, by directly manipulating user traffic, or through misuse or abuse of legitimate
protocols that interferes with the flow of user traffic. Network interference, traffic
interference, or both can be used to create DoS attacks.

1. Network I nterference

Network interference is the result of rendering network hardware or software
inoperative. This disruption stops the normal function of a part of the network.
Exploitation of flaws in network software that cause it to stop operating properly or halt

is an example of software interference. Hardware interference can be accomplished by
cutting a network link
removing power from a network device
jamming frequencies used by wireless access points.

Although network interference may have a disproportionate affect on certain
traffic sources or destinations due to their proximity to the disruption, it is usually
indiscriminate since it affects all traffic attempting to transit the damaged portion of the
network. An attacker would not need to compromise any network devices to create this

kind of interference.



2. Traffic Interference

Traffic interference consists of any improper delay, manipulation, or dropping of
packets. An attacker can interfere with traffic either directly or indirectly.

a Direct I nterference

In order to directly interfere with network traffic, the attacker must
compromise a network device and ater the way the device performs. This type of
interference may be targeted or indiscriminate. For example, if a router is compromised
and instructed to drop every third packet received, the attack would be indiscriminate. A
targeted attack would consist of interfering with traffic originating from or destined to a
specific host or hosts. If the attack is targeted, the compromised device must be along the
path of the target flow(s).

b. Indirect I nterference

Unlike network or direct traffic interference, indirect traffic interference
does not disrupt operation of network devices and protocols along the path of the target
flows. The attacker attempts to exhaust some resource, such as link bandwidth or router
memory, by overwhelming it with apparently valid traffic. Once the resource reaches
100% utilization, any additional traffic attempting to use it must be dropped. The
percentage of valid traffic that will be dropped isinversely proportional to the ratio of the
demand for the resource to its capacity. For example, if the attacker can raise the demand
for alink to 10 times its capacity, then only 1 in 10 packets arriving at the link will be
transmitted. This method is indirect because harm to valid traffic is the result of
processing invalid traffic, not direct manipulation.

C. ENABLING TACTICS

This section discusses two tactics that do not constitute DoS attacks themselves,
but which are widely used in the conduct of DoS attacks.
1. | P Header Manipulation

IP header manipulation is an enabling tool for the majority of indirect DoS
attacks. As the name suggests, it consists of altering fields in the 1P headers of packets.
Under normal conditions, a host will place its IP address in the |P header Source Address

10



field. For most methods of attack, the IP Source Address field of outgoing packets is

changed. Thisis commonly known as address spoofing.

Source address spoofing serves two purposes in DoS attacks. Firgt, it makes it
impossible for a receiver to determine the true source of an attacker’s packets. Second,
any replies to the source of packets with spoofed |P addresses will be sent to the spoofed
address in the header instead.

2. Compromised Hosts

Network or Internet servers must be able to handle connections from hundreds or
thousands of clients simultaneously. Therefore, the bandwidth of inbound links to
servers must be several orders of magnitude larger than the outbound bandwidth of
individua clients. This makes it very unlikely that an attacker will be able to conduct a
bandwidth consumption attack by using a single host. Most indirect interference attacks
require that production of malicious traffic be spread among hundreds of individua hosts;
hence the term distributed DoS.

An attacker can obtain a DDoS flood source by breaking into a host and installing
aDDosS attack tool. Once the tool has been installed, the host will respond to commands
sent from an attack manager under the attacker’s control. The attack manager, which is
also a compromised host, maintains a list of the compromised flood sources. To initiate
and control an attack, the attacker sends commands to the manager, which in turn sends
commands to the individual hosts. These commands include the type of attack to be
conducted, start and stop imes, and the target of the attack. Use of this threetiered
system makes it difficult or impossible to trace an attack back to the perpetrator.

D. ATTACK PATH

DoS attack traffic may flow directly from source to target, or it may be sent to an
intermediate host. The latter indirect path is a characteristic of reflected attacks (RDoS or
RDDo0S). When sending packets to an intermediate host, the attacker spoofs the target’s
|P address in source address field of the attack packets. The third-party host becomes an
unwitting participant in the attack by sending areply to what it thinks is the source of the
packets, but which is actually the attack target. Using a reflector in this manner further

obfuscates the true source of the attack.
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E. ATTACK METHODS

Methods of creating a denia of service vary based on the equipment and
protocols being used by the service provider and the resources available to the attacker.
Attack methods based on network interference or direct packet manipulation are both
possible and highly effective. However, these types of interference must generally be
countered through implementation of physical security or access control mechanisms,
which are beyond the scope of this thesis. This section focuses on various known
methods of indirectly attacking network traffic.

1. TCP Flooding

The TCP handshake consists of a series of request and acknowledgement
messages used to set up a TCP connection between a client and server. A client initiates
a TCP connection request by sending a SYN segment to the server. When the server
receives a SYN segment, it attempts to create a new connection by allocating resources,
replying with a SYN/ACK segment, and waiting for a reply from the SYN originator. If
no reply is received, the connection will eventually timeout and the resources allocated to

the connection will be released.

To exploit this protocol, the attacker floods the target with SYN segments with
invalid and unreachable source addresses. A host will normally send a RESET segment
to the source of an unexpected TCP segment. The RESET segment allows the original
source to release resources reserved for the connection. However, since the requesting
address is unreachable, no RESET reply to the target’'s SYN/ACK segments will ever be
received. If the attacker can send enough requests to use up all available resources before
incomplete connections begin to timeout, the target will not be able to accept any further
SYN segments, resulting in a DoS to legitimate clients. Some variations of this attack
use randomly spoofed source addresses to get past filters on the target system that are set
up to stop packets originating from a single source. This type of attack follows a direct
path to the target.

Various other malformed TCP segments can be flooded at a host to elicit RESET
responses. This can be used in an attempt to consume the available bandwidth between a

target and its connection to the Internet, or as a reflected attack against another host.
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The effect of TCP flooding is generaly indirect interference, since the processing
of invalid requests prevents service to valid requests. However, it can cause network
interference if exhausting the server’s resources causes it to stop functioning.

2. Chargen Attack

The UDP chargen service responds to a UDP echo request by sending a string of
characters to the source of the request [RFC864]. An attacker can exploit this by
spoofing the target’s IP address in a UDP echo request. This request is sent to the
chargen port on an intermediate system. Receipt of the request will create a feedback
loop between the intermediate and target systems, preventing either one from responding
to legitimate requests. This indirect-path attack results in indirect interference.

3. ICMP Flooding (Smurf Attack)

When a system receives an ICMP echo request, it will respond with an ICMP
echo reply. However, if the request is addressed to a network broadcast address, it will
be forwarded to every host in that network, and each host will send an echo reply. To
take advantage of this, an attacker sends an ICMP echo request, with the target’s IP
address forged as the source address, to a network broadcast address. This intermediate
victim will broadcast the echo request to all hosts in the network, and they will al send
echo replies back to the (forged) source of the request. Since one ICMP packet sent to
the broadcast address will be multiplied into hundreds or thousands of packets sent to the
target, flooding the intermediate broadcast address with echo requests can rapidly
consume the bandwidth of the target’s upstream link.

F. PROPOSED DOS COUNTERMEASURES

1. Filtering

There are two main types of filtering, ingress and egress, that can be effective
against DoS attacks. Ingress filtering refers to filters applied to traffic as it enters the
Internet [RFC2827]. It is used to prevent IP address spoofing. Only packets with
routable source addresses that lie within the address range of a site are alowed to pass
though the filter. Thistype of filter does not completely prevent forged source addresses.

An attacker can still use forged source addresses within the originating domain’s assigned
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address range. However, filters of this type make it easier to find the true source of

packets with forged header information.

Ingress filtering is one of the more effective means of preventing DoS attacks,
since it stops the address spoofing most attack rely upon. However, there are severa
limitations to this approach. For ingress filters to be truly effective, they must be
implemented by a large maority of Internet Service Providers (ISP's). This will be hard
to achieve, since it requires service providers to implement controls that do not directly
benefit them. Additionaly, ingress filtering does not affect packets with spoofed IP
source addresses in the same range as those assigned to the network implementing the
filter.

Egress filtering is performed at the destination. Filters are set up to drop
malformed or unauthorized packets as they are received. Egressfilters are primarily used
to prevent network interference attacks designed to exploit flaws in applications. They
are ineffective at preventing indirect DoS attacks, since these attacks generally use valid
requests that cannot be blocked while maintaining service to legitimate users. A victim
could use an egress filter to block all traffic from the domains that spoofed packets
originate from, but this would still cause a DoS to legitimate users in that network.
Furthermore, dropping packets as they are received at the destination does not relieve
congestion on the link between the target and its upstream router(s).

2. IP Traceback

IP Traceback is a method of determining the true source of a packet with aforged
source address. When it is implemented, Internet routers would randomly mark packets
with their own IP address as the packet passes through them. After receiving a sufficient
number of marked packets, the victim would be able to determine the full or at least
partial path taken by malicious packets. Once the true source |P address was known, the
victim could work directly with the ISP of the source to stop the attack. The advantages
of this defense are low processing overhead required for implementation, backwards
compatibility with existing protocols (the marking can be placed in a field of the IP

header), and the ability to determine the true source of malicious packets without active
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cooperation from the administrator of every router through which the packets pass
[LEEO1, SAVAGEOQQ].

There are several drawbacks to this countermeasure. First, it does not provide a
way to distinguish between valid traffic and malicious traffic, so valid traffic may be
penalized. Second, some minimum number of malicious packets from a source must be
marked in order to trace the flow from that source. A resourceful attacker could take
advantage of this by limiting the number of packets sent from any individual
compromised host. Finally, IP Traceback does not provide any relief to the victim during
an attack. Until the victim can stop the flood of the malicious packets, the attack will be
effective. Stopping the flow requires cooperation from the ISP at each source of flooding
traffic.

3. Router Throttling

Router throttling is a method of distributed flow control. It is designed to reduce
traffic destined for a specific host at a point several routers upstream of the aggregation
point for receipt by the host [YAUOl]. When a server is overloaded with traffic, it
caculates a maximum permissible flow rate and sends this value to participating
upstream routers.  The upstream routers limit traffic destined to the overloaded server
based on the specified flow rate. In some cases, upstream routers may pass the flow rate
limits to other routers further upstream. This countermeasure $ifts the processing
requirements for large amounts of traffic from the target server to routers with greater
bandwidth and filtering capability.

Router throttling relies on a large measure of cooperation from other systems. It
also requires the victim to have detailed information about the Internet architecture in
order to know which routers to activate throttles on. The number of upstream routers that
must participate in the flow control can become very large, and each must incur the
overhead of counting how many packets they alow through to the receiver. It dso
requires an authentication mechanism for the flow control messages. Otherwise, an
attacker could use the flow control messages to create a denial of service by setting up

unauthorized throttles.
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4, Disgtributed Filtering

Distributed filtering is a means of filtering packets smilar to ingress filtering. A
router agent that performs distributed filtering checks each packet to determine if its
source address is valid based on the agent’s knowledge of the Internet topology. For
example, if arouter receives a packet from host A on alink other than the one that traffic
from A should arrive on, the packet will be dropped. It has been shown that a number of
these agents, installed on only 20% of the autonomous systems in the Internet, would be
sufficient to prevent up to %96 of all DoS attacks, and allow the location of a source of a
successful attack to be narrowed to a set of five domains [PARKO01].

The problem with this type of defense isthat it relies on detailed knowledge of the
Internet topology. Exchange of source routing information between routers imposes
additional overhead and would require some type of authentication. The required
cooperation of 20% of the autonomous systems on the Internet is aso negative.
Additionally, this method does not filter traffic with spoofed IP addresses that are till
within a valid range for a given domain. If hosts A and B are both in the same domain,
the countermeasure would be ineffective against packets sent from B but marked with
A’s address. Some type of ingress filtering would be required for attacks of this type.

5. Drawbacks

The main drawback shared by the above countermeasures is the need for
cooperation from third-party routers or service poviders. Obtaining this cooperation
may be difficult or impossible based on the provider’s unwillingness or inability to act,
and linguistic and geographic barriers. The inability to stop attacks in a timely manner,
requirements for changes to network devices and protocols, processing overhead, and
requirements for detailed knowledge of changing Internet topology make it unlikely that
these solutions will be implemented in a widespread and effective manner.

G. DOSATTACKSIN A DIFFSERV ENVIRONMENT

New types of DoS attacks will accompany implementation of the Diff Serv model.
The separation of traffic into distinct classes and policing traffic on a per client basis will
make it easier for an attacker to target a specific subset of the traffic flowing between

nodes. Since resources for individual traffic classes will be limited, it may be easier to
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exhaust resources available to those classes. Furthermore, bandwidth limits imposed on
sources in order to maintain QoS guarantees will impose an artificial bottleneck that
attackers can exploit. If the DiffServ network reduces the bandwidth available to best
effort traffic in order to maintain service guarantees to other traffic, it may inadvertently
facilitate a DoS attack against best effort traffic. Service theft, the unauthorized use of
guaranteed services, may also result in a denia of service to legitimate users of those
services. This section describes the effects that Diff Serv implementation will have on the
conduct of DoS attacks.

If an attacker can compromise hosts or routers within the DiffServ domain,
creation of a DoS network or direct interference for traffic flowing in the domain is
trivial. Similarly, an attacker could deny service to a client by compromising client
systems. Solutions to these types of attack are beyond the scope of this thesis. This
research focuses on a method of attack smilar to the most common types of attacks
employed in the current Internet.

1 Attack Constraints

Indirect interference through bandwidth consumption will be harder to
accomplish if flood traffic must traverse a DiffServ domain, since packets from paying
clients will receive preferential treatment. Packets from unrecognized sources will be
assigned a default code-point, and will not receive specia treatment. Valid packets will
be less likely to be dropped and more likely to reach their destination in a timely manner
because of the priority they receive over best-effort traffic. Thus, implementation of
DiffServ will inherently provide more DoS protection for traffic aggregation points.
With servers less vulnerable, the overall effect will be a shift in the focus of DoS attacks

away from traffic termination points and towards other points along the path.

The point a which traffic enters a DoS domain is the next logical point of attack.
If a Diff Serv provider is to use finite resources to provide QoS guarantees to all clients, it
must limit the amount of traffic individual clients may send. The amount of traffic a
client may receive premium service for is defined in the SLA with the DiffServ provider.
Bandwidth limitations imposed by SLA enforcement will make the entry point of the
DiffServ network the narrowest section of the path.
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DiffServ domains only provide preferred service to recognized clients. At the
network layer, incoming packets are classified to receive preferential treatment if their
source address matches the address associated with an existing SLA. Consequently, DoS
attacks will rely on spoofing the address of a valid DiffServ client to attack that client or
the class of traffic associated with that client’'s SLA. This in turn requires that the
attacker have some means of identifying the clients of a DiffServ provider. Typicaly,
this will be accomplished through installation of some type of traffic monitor or “sniffer”
along the path from the client to the DiffServ domain.

The DiffServ domain must be able to meter each client’s traffic in order to ensure
client adherence to SLA’s with regard to usage amounts. It is possible to distribue this
metering across all ingress routers, or to process and store metering information in a
central database. However, it is assumed that this metering will not be distributed or
managed in a centralized manner. Instead, the DiffServ domain assigns a specific ingress
router as the designated entry point for traffic from a given client. This eliminates
overhead associated with intra-domain metering communications. It also alows the
DiffServ domain to filter incoming traffic based on the router it arrives at. Therefore, to
conduct a successful attack, the attacker must not only spoof the address of a valid client,
but it must ensure that flooding traffic arrives at the ingress router assigned to that client.

In a wired network, if a client is only one hop away from the ingress router, the
DiffServ domain will be able to filter traffic based not only on the incoming router, but
also on the incoming link. In this case, it will be impossible for an attacker to flood
spoofed traffic using this client’s source address, since we have already stated that the
client itself is not compromised. It follows that no attack is possible unless the client is

more than one hop away from its assigned ingress router.

The above reasoning does not hold if the client’s connection to the ingress router
isawireless link. In awireless connection, the transmission medium itself is not secure.
Even if a client is only one hop away from the ingress router, an attacker could inject
malicious traffic with that client’s address, thus circumventing the interface filtering at
the ingress router. Use of wireless networks also simplifies covert collection of

information about clients, since packets are broadcast into an unprotected medium.
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2. Countermeasur es

DiffServ implementation will enable new methods for prevention of attacks
without interfering with the effectiveness of existing countermeasures. Current attacks
rely on the inability of the target to determine the source of flooding, thereby preventing
the flood from being sopped or effectively filtered upstream of the aggregation point.
However, since QoS guarantees are only provided to paying clients, the DiffServ
provider must maintain a database of clientsin order to properly meter traffic and provide
appropriate QoS. The provider can use this data at ingress routers to quickly downgrade
or drop packets marked with non-client source addresses. Of course, an attacker could
simply forge the source addresses of actual clients, so the router must have another means
of filtering malicious traffic. However, this requires the attacker to use addresses of hosts
that the DiffServ provider knows are valid. This is a key benefit, since having a valid
source address to contact allows verification of the authenticity of the traffic being

received.
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V. DENIAL OF SERVICE COUNTERMEASURE

A. ASSUMPTIONS

The mgjority of the assumptions made when devel oping this countermeasure were
based ypon the discussion in Chapter 111, Section D. To summarize, client traffic must
follow a partial best effort path. The attacker can observe the traffic, and direct some
number of agents installed on compromised hosts to mimic the signature of the client’s
packets. These hosts then send a flood of traffic to the ingress router assigned to that

client.

One other assumption was necessary to define the environment in which the
countermeasure would operate. The bandwidth of the connection between the DiffServ
client and provider is assumed to be greater than the combined bandwidth available to the
attacker for flooding. If this were not the case, the attacker would not have to use a new
type of attack, but could simply conduct a traditional indirect DoS against either the
provider or the client.

B. IP AUTHENTICATION HEADER (AH)

The Authentication Header extension to the IP protocol is used to provide
connectionless integrity and data origin authentication for |P datagrams [RFC2402]. The
sender “signs’ individual packets using a shared secret key, a hashing algorithm, and
portions of the data contained in the packet. The recelver uses the same key and
algorithm to verify the signature of the received packet. If the IP header isincluded when
calculating the signature, the receiver can authenticate the source address field of the
message.

It is possible for a receiver to determine the validity of a packet’s source address
for 100% of IP AH packets received. However, the per-packet cryptographic processing
required for IP AH does not scale well, and may be too computationaly intensive to
implement while maintaining QoS guarantees. Ingress routers would be required to
verify the header of every packet received before they could decide whether or not to

discard it. Studies have shown that the maximum data rates of several widely used secure
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hashing algorithms are not sufficient for use in high-speed networks [RFC1810,
RIPEMD96.

Another drawback of 1P AH isthat it requires the insertion of an additional header
section into each packet. For small packets, such as those used for VolP traffic, this
additional header information represents a significant percentage of the overall size of the
data packets.1 The increased size would result in greater transmission delays, and could
adversely affect the QoS a DiffServ provider could guarantee. For applications that use
larger packets, such as UDP-based streaming video or audio, increasing the size of |P
packets can result in fragmentation, which also negatively affects QoS.

C. GOALS

The goa of this research was to develop a DoS countermeasure that would be
effective under the assumptions above. To be acceptable, the countermeasure

must not require per-packet cryptographic processing,

must not rely on cooperation from third-party hosts or routers,

must not increase the likelihood of packet fragmentation, and

must have negligible or no effect on the provider’s ability to guarantee QoS.

The goal was not to devise a solution that would guarantee authentication of
100% of incoming packets or a zero loss rate for valid, in-profile traffic. Some degree of
loss was deemed acceptable in exchange for reduced processing overhead.
D. CONCEPT

The DoS countermeasure that was developed is a marking method that a client
can use to meke its packets readily distinguishable from traffic with forged headers in
certain cases. Supporting this design is a feedback mechanism through which a provider

can notify a client when its traffic does not conform to the profile specified in its SLA.

This thesis proposes a technique that will allow the ingress router of the DiffServ
domain to distinguish valid packets from malicious ones based on signature. A packet’s

signature is defined as a combination of the source address field and one or more other

1 The minimum size of the AH header is 16 bytes; maximum size depends on the size of the encrypted
packet and the AH options selected. The size of acommon Vol P packet (without AH) is 64 bytes.
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fields in the IP header. This method relies on the ability of the client to ater this
signature. Since it has been assumed that an attacker will be able to observe traffic
flowing between the client and the Diff Serv domain, and will be able to instruct the flood
sources to mimic any changes to packet signatures that it observes, changing the headers
once is insufficient. Therefore, changes will be made on a periodic basis, and must be

made faster than the attacker can duplicate them.

Figure 3.1 is a time diagram showing the sequence of actions involved in the
proposed countermeasure. When the ingress router marks a packet that appears to
originate from a DiffServ client as out-of profile, it will log the source and time (t;) of the
drop. When the rate of out-of-profile marking exceeds a pre-set threshold (t2), the router
will send a feedback message (A) to the client. Upon receipt (t3), the client will begin
altering the signature of its packets. The ingress router will use these aterations to
identify valid packets. It will drop all packets with an invalid signature. Details of the
individual actions taken by the client and DiffServ router are given below

The router feedback to the client will consist of a router-generated seed key for an
algorithm that generates a sequence of signatures. The client and router will be able to
independently calculate what the correct signature should be using this algorithm and the
seed-key. The agorithm can be well known as long as the seed key being used remains
secret. The seed key will be encrypted using a shared secret key and digitally signed. A
seed key is used to generate new signatures instead of the shared secret key to avoid
compromising the secret key through overuse. The digita signature provides
authentication for the feedback message, so attackers will be unable to create a DoS by
forging these messages. Payload encryption is required since the attacker can monitor
traffic flowing between the client and the DiffServ domain. Since the agorithm for
generating signature values is not secret, access to unencrypted seed keys would allow
the attacker to change the signature of the attack packets as rapidly as the sender could,

thus circumventing the countermeasure.
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Figure 3.1. Time sequence Diagram for DiffServ Countermeasure

Upon receipt of a feedback message, the client will authenticate it, decrypt the
payload, and use the seed key to calculate the sequence of signature values that it will
use. The client will immediately begin using the values in the designated fields of the IP
headers of its packets. It will switch to the next signature (S;) in the sequence at regular
intervals denoted by W. The attacker will not know what each new signature is until it
receives the information from the monitor installed along the path of the client traffic (B).
When it knows the new signature, it can direct the flood sources to change the signatures
they are using (C). The time between when the ingress router receives the first valid

packet with a new signature and when it receives the first attack packet with the same
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signature, denoted by d, is the window in which 100% authentication is possible. The

importance of the relative values of d and W are discussed in Section D.

The seed key is also used to create the same sequence of signature values at the
router. After sending a feedback message, the router will treat all packets as valid until it
receives the first packet with the first altered signature. All successive packets with an
incorrect signature are dropped, except the first packet received with the second
signature. When the first packet with the second signature is received, the router will
drop all successive packets that do not match the second signature, including those
marked with the first signature. This prevents an attacker from using old signatures to
circumvent the DoS countermeasures.

E. THEORETICAL PERFORMANCE

The main performance metric of interest is the client’s packet out-of-profile rate
i.e., the percentage of the DiffServ client’s packets being marked out of profile at the
ingress router. A DoS countermeasure is considered more effective than another is if it
achieves a smaller packet out-of-profile rate for the client given the same network setup
and attack scenario. An analytical model of the feedback mechanism was created using a
set of simplifying assumptions. From this model a closed form solution for the DiffServ

client’s packet out-of-profile rate was derived.

Denote the percentage of the client’s packets being marked out of profile at the
ingress router by p. In order to derive p, the following additional assumptions were
made:

1) All client and attack packets are the same size.

2) The client’s traffic arrives at the ingress router at a constant rate of r packets
per second, which is less than or equal to CIR, the client's committed
information rate in packets per second.

3) The attack traffic arrives at the ingress router at a constant rate of A packets
per second such that

r + A 3 CIR . Q)

25



This means the percertage of valid traffic received by the ingress router is

equal to

r
r+A°

2

4) The client traffic switches to a new signature every W seconds. The attack
traffic tries to make the same signature change, but the change aways
happens d seconds later from the ingress router’ s perspective. In other words,
thereisafixed lag of d between the arrival time at the ingress of the first valid
packet with a new signature and the arrival time of the first attack packet with

the same signature.

5) The ingress router’s traffic metering process for the client is fair so that if the
traffic being metered is made of severa flows, each flow will be ensured of a

share of in-profile packets that is proportion to the flow’s packet arrival rate.

Consider the time window for an arbitrary signature used by the client’s traffic.

There are two cases:

Casel: WEd. From assumption 4, during the entire time period, every attack packet
carries an expired signature when inspected by the ingress router. Such packets will be
dropped before being counted against the client’s committed rate in the metering process.
From assumption 2, the rate of the valid traffic alone does not exceed the committed rate.
Thus, we have p =0.

Case2: W >d. From assumption 4, during an initial time period equal to d, the ingress
router will be able to drop al attack packets. However, for the remaining time W- d,
the ingress router will not be able to distinguish valid traffic from attack traffic because
they have the same signature. In that case, some of the client’s packets will be marked
out-of-profile. From assumption 5 and equation (2), the percentage of client packets
marked as in-profile during this period is

[(W-d)XCIR]r_:A, &)

so the number of client’s packets marked out of profile during this period is:
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r
r+ A

rx(W - d)- [(W - d)xCIR] 4

CIR
r+ A

= (W -d)x " (1- ). 5)

Dividing equation (5) by the total number of packets sent by the cliert during the entire

time window, r :W , yields

W-d,. CIR
) (1-
W r+ A

) - (6)

p=(

It can be shown via a similar derivation that p,, the packet out-of-profile rate for

aclient that does not use any DoS countermeasure, is equa to

CIR
=(1- . 7
Po = ( - A) (7)
Using equation (7), we rewrite equation (5) as.
d,.
p=@-3) P )

Equation (8) clearly indicates that the reduction in the packet out-of-profile rate due to
the feedback mechanism is inversely proportiona to W, the period between signature

changes by the client.
Combining both cases results in the following theorem:

Theorem 1. After a client initiates the DoS, the client’s packet out-of-profile rate

becomes

CIR
r+ A

- d,.
p=maq{0, (1- )" (- i ©)
F.  WEAKNESSES

A rudimentary implementation of this countermeasure would nave several weak
points. This section discusses several known weaknesses of the DoS countermeasure and

possible solutions.
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1 Size of Signature Space

One weakness is based on the size of the signature space, which is defined as the
combined total number of bits in the IP header fields used as the signature. If the
signature space is small, an attacker can launch an attack such that packets containing
every possible signature are sent to the DiffServ ingress router during any given signature
window W. As a result, the ingress router will receive attack packets with signatures
matching the next expected signature before the client has switched to that signature.
Processing these packets will trigger a premature signature change. The resulting
signature asynchrony between the client traffic and the ingress router will cause all future
client packets to be dropped by the DoS countermeasure. This is a more effective DoS

than if the countermeasure was not in use.

Even if the signature space is sufficiently large, an attacker may be able to send
enough packets with different signatures to increase the statistical likelihood that one of
them will have the correct next signature. To counter this, the client can also use the
feedback mechanism

2. Path Variations

The client’s ability to change its signature faster than an attacker can duplicate the
changes is not guaranteed. It may be possible for attack traffic with the next signature to
arrive a the ingress router faster than valid traffic with the same signature. As stated
above, d depends on the difference in the ingress router arriva times of valid and invalid
packets with the same signature. |If the difference is equal to zero, then from the ingress
router’s point of view, the attacker can match the signature changes as fast as or faster
than the client can make them and the countermeasure is useless. If the difference is
negative (i.e. attack packets arrive faster than valid packets), the countermeasure actually
aids the attacker, since valid packets with the previous signature will be dropped after
receipt of the first attack packet with the new signature.

3. Traffic Re-ordering

If valid traffic is re-ordered at some point before reaching the ingress router, the
countermeasure may have an adverse effect on valid traffic. A packet containing a new

signature that is received out of order, i.e. ahead of packets with the old signature, will
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cause in-transit packets with the old signature to be dropped. This can be remedied by
delaying the expiration of old code-points. The length of the delay can be based on the
mean propagation delay incurred by client traffic as observed by the ingress router.
However, this remedy reduces the effective period of the countermeasure, since flooding
traffic with the old signature will also be accepted during the overlap period.

4. Fair ness

The countermeasure may disproportionately drop packets from certain sub-flows
within the clients traffic. Recall the steps for deriving the client’s out-of-profile rate. |If
W s aconstant and if W is larger thand, the DoS countermeasure creates periodic DoS
effective time intervals as illustrated in Figure 4.1. During these time intervals, the
countermeasure is ineffective and the DoS attack causes high packet out-of-profile rates
for the client. If one of the client’ s sub- flows generates packets periodicaly, it is possible
that the flow started during a DoS effective interval and its packet generation period is
similar to W. In such a case, that sub-flow’s packets always arrive at the ingress during
DoS effective periods, resulting a disproportionately high out-of-profile rate for the sub-

flow.

> =

—
H(_/ H

d

DoS effective
Figure4.1l. Periodic DoS Effectiveness

Therefore, the DoS countermeasure may not al sub-flows equaly or fairly. One

fix isto have the client randomize the value of W. We intend to evaluate the performance
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of this fix and other solutions to enhance the fairness of the countermeasure in our

follow-on work

G. ADDITIONAL BENEFITS: DETECTION OF SERVICE THEFT

A service theft can be defined as a course of actions taken by a perpetrator to use
a portion of a valid client’s alocated bandwidth and obtain a premium service without
pay. An intruder may attempt to blend its unauthorized traffic in with valid traffic by
studying the client’ s traffic pattern and adjusting his own traffic volume over time so that
the ingress router would never mark an excessive number of packets out of profile.
Unlike a DoS attack, the perpetrator is typically much more restrained to avoid drawing
attention to himself. Therefore, a service theft usually does not cause as much direct
harm to the client as a DoS attack. However, service theft results in lost revenue and
network availability for the DiffServ provider.

The proposed feedback mechanism and the resulting cooperation between the
client and the ingress router may help the service provider detect service theft. For
example, the ingress router may activate the feedback mechanism randomly, regardless
of whether or not it has just marked a large number of packets out of profile for the client.
If a service theft is under way, the ingress router should notice two or more signatures
being frequently used at the same time. When this occurs, the ingress router may log the
event as a possible occurrence of service theft or immediately alert the network operator
to perform further investigation. Use of a random signature time window W) would
prevent the perpetrator from predicting how much longer a spoofed signature would be

valid and adjusting its traffic pattern accordingly.

If the intruder can monitor feedback messages from the ingress router, he can
evade the ingress router’s service theft detection by suspending his flooding traffic
whenever a feedback message is observed. In this case, the proposed theft detection
mechanism may not be able to catch a more resourceful intruder. However, it will be
sufficient to stop the service theft from continuing, and more importantly, it will deter
future service theft by forcing the intruder to expend more resources and effort to avoid
detection.
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The general conclusion that can be drawn from the above discussion is that the
proposed DoS countermeasure may be extended into an auditing function that is
orthogonal to access control. For example, it may be used to supplement some other DoS

countermeasure by detecting service theft or cases where the authentication process of the
other countermeasure has been compromised.
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V. SIMULATION

A. NS2 NETWORK SIMULATOR

The experiments were conducted using version 2.1b8a of ns2, a discrete event
smulator targeted at networking research [NS02]. The following description of the
simulator is given in The ns Manual:

NS is an object-oriented simulator, written in C++, with an OTcl interpreter

as a front end. The simulator supports a class hierarchy (also called the

compiled hierarchy ...), and a similar class hierarchy within the OTcl

interpreter (also called the interpreted hierarchy ...). The two hierarchies

are closely related to each other; from the user’s perspective, there is a

one-to-one correspondence between a class in the interpreted hierarchy

and one in the compiled hierarchy. ... Users created new simulator objects

through the interpreter; these objects are instantiated within the interpreter,

and are closely mirrored by a corresponding object in the compiled
hierarchy. [FALLO2]

The simulator includes a DiffServ module with implementations of distinct core and edge
routers, several marking policies and queuing disciplines, and built-in tracing for

DiffServ queues.

The remaining material covered in this section is drawn from the detailed
description of ns2 in [FALLOZ]. In the remainder of this thesis, names of objects and
functions in the compiled (C++) hierarchy are in Couri er bol d. Names of objects
and functions in the interpreted (OTcl) hierarchy are in italics By convention in ns,
subclasses are denoted by specifying the name of the parent class followed by a forward
dash and the name of the subclass. For example, Agent/UDP is a subclass of Agent, and
Agent/UDP/Shiffer is asubclass of Agent/UDP.

1 I nter preted Objects

The simulator is configured using OTcl scripts to define the parameters of
network devices and interrelationships between them. Objects in the script are
instantiated in the compiled and interpreted hierarchies when the simulator is initialized
at run time. This subsection describes the OTcl objects necessary to construct and run an

ns2 simulation.
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Most scripts begin by instantiating a Smulator object, which represents an
instance of the ns2 simulator. This object provides interfaces for simulator configuration
and for setting up the type of event scheduler to be used. To instantiate simulator objects
and configure other aspects of the simulation, various methods of the class Smulator are
caled.

Node objects represent network hosts and routers. A Node's address may be
assigned automatically or manually. Unicast nodes contain two Classifier objects, which
determine how packets are forwarded. The address classifier determines whether a
packet is addressed to the node. If it is not, the packet is passed to the appropriate Link
object, as determined by the rouing algorithm, for forwarding. If the packet is addressed
to the node, it is passed to the node’s port classifier. The port classifier passes the packet
to the Agent object attached to the port specified in the packet’ s header.

A Link object connects two nodes and contains the mechanisms for simulating
packet queues and propagation delays. Links may be unidirectional (simplex-link) or bi-
directiona (duplex-link). Every link has a Queue object associated with each traffic flow
direction. A gueue is the location where packets are stored until they can be forwarded to
the link’s destination node. The simulator provides a number of disciplines for queue
management and scheduling.

Agent objects are used to implement network protocols or services. Agents are
attached to nodes on a specific port, and they receive al traffic destined for that port.
Similarly, they are the source of packets originating from that port. Agents may manage
packets based on native code, or they may have an attached Application object that

determines how outgoing packets are generated and incoming packets are processed.

Two agents can be linked using the connect command. This designates each
agent as the destination for traffic from the other agent. When one of the linked agents
creates a packet, the destination address is automatically set to the address of the other
agent. The Agent subclass Null implements a sink for traffic that requires no processing
at the destination.
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The Smulator, Node, Queue, Agent, and Application classes are mirrored in the
C++ hierarchy by classes of the same name. The Link class exists only in the OTcl
hierarchy.

2. Compiled Objects

The exchange of references to Packet objects between simulator objects is used to
simulate packet flow in the simulator. The user can specifically choose which protocol-
specific headers are included in simulation packets, e.g. TCP, UDP, TELNET, and ARP.
By default, every Packet object includes the structures for every protocol-specific header
defined in ns2. New header structures can be added by defining a C++ structure with the
required fields, creating an OTcl linkage for the structure, and modifying the simulator
initialization code to include the new header. Class Packet is not mirrored in the OTcl

hierarchy, since individual packets are not accessed in the interpreter.

The struct ns_addr _t is defined in the file config.h, which resides in the ns-
2.1b8a subdirectory of the main ns2 directory. This struct is a container for an address

and port number pair. It is used to correctly route traffic to or identify traffic from the
Agent residing at the given port on the Node with the given address.

The abstract base class Ti mer Handl er provides the C++ means of scheduling
future events. This classis aso not mirrored in the OTcl hierarchy. Classes derived from
Ti mer Handl er must define the pure virtual function expire(). This function
definition is the action that will be taken when the event is executed. Based on the input
parameter they receive, thesched() andr esched() functionswill schedule an event
a certain number of seconds into the future. At the scheduled time for the event, the
simulation calls the expi re() function, which executes the event. The user can
schedule a recurring event by calling the r esched() function inside the expi re()
function.

3. DiffServ Implementation

The DiffServ module in ns2 alows the user to define a number of different
behavior aggregates and their associated PHBs. Packets arriving at an ingress point are
marked with the code-point associated with their behavior aggregate. DiffServ routers
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provide varying QoS by applying different forwarding treatment to each aggregate.
DiffServ objects also automatically maintain records of dropped packets.

DiffServ routers in ns2 use Multiple Random Early Detection (MRED) for
queuing management. RED is designed to prevent overflow by randomly dropping
packets when a queue’s usage exceeds a certain percentage of its maximum capacity.
MRED applies a RED algorithm to a group of queues, but the drop probability for traffic
assigned to an individual queue may be affected by the average length of al queuesin the
group.

The class dsREDQueue is derived from class Queue. It provides a single
DiffServ router the functionality to handle multiple RED queues on a single link. Two
classes representing DiffServ edge (ingress) and core routers, edgeQueue and
coreQueue, are derived from dsREDQueue. They are mirrored in the interpreted
hierarchy as Queue/dsRED/edge and Queue/dsRED/core, respectively.

The class Pol i cy provides the functionality to police traffic into different
aggregates. It also maintains a policy table with the parameters for each source and
destination pair. The mar k() function assigns an initial code-point to the arriving
packets of aflow based on their source and destination addresses, and then calls the
policer viathe appl yPol i cy() function. The policy modules currently implemented
in the DiffServ module are Time Sliding Window with Two or Three Color Marking,
Single or Two Rate Three Color Marking, and Token Bucket. The experiments
conducted for this research used the Token Bucket policer, which is covered in detall
below. The policer may downgrade the initial code-point to a secondary or tertiary code-
point based on the state information maintained in the policy table for the flow.

The Token Bucket policer increments the policy’s cBucket state variable
according to the elapsed time since the arrival of the last packet. The variable cBucket
is incremented at a rate equal to the policy’s CIR, but is capped at an upper bound equal
to the policy’s committed burst size (CBS). If the arriving packet’s size is less than or
equal to cBucket , cBucket is decremented by the packet size and the packet retains
itsinitial code-point. Otherwise, the packet’ s code-point is downgraded to the secondary

code-point.
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B. DESIGN CONSIDERATIONS

The DoS countermeasure was designed to require a minimum number of changes
to existing ns2 files. When possible, existing C++ classes were extended to add rew
functionality. In all cases where this was not feasible, backwards compatibility was
maintained with the version of ns2 being modified. This was accomplished by adding
new functions that are called only by code associated with the countermeasure, or by use
of conditional statements that are executed only if the DiffServ module is installed.

Existing lines of code were not modified.

Since OTcl procedures do not need to be defined in the same file as their parent
classes, new OTcl procedures were added in a separate file, and the compiler was
reconfigured to include this file during building of the ns2 executable.

C. IMPLEMENTATION

Simulation of the DoS attack and countermeasure was implemented through
modification of existing ns2 classes or by creation of new classes. This section describes
the changes and additions to the ssmulator. The code for these changes can be found in
Appendices A and B.

1. Simulator Extensions

The following classes were added to the ns2 Simulator. They provide the
methods ard objects necessary to store information about the feedback process, to
communicate between the DiffServ client and provider, and to create a simulated network
topology based on the constraints described in Chapters 111 and V.

a. ClassdsFeedback

The DoS countermeasure is primarily implemented in class
dsFeedback. All members of this class are static, which allows other classes to access
them without instantiating the parent class, and insures that only one state information
database exists. Member functions of this class enable database access and modification;

generate code-points used by the countermeasure; and initiate of feedback messages.

Class dsFeedback maintains a state information database for each

source and destination pair seen by the ingressrouter. The upper level of the database is
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a C++ Standard Template Library (STL) map. Thisnmap pairs each source address with a
second map object. The second map pairs destination addresses with objects of class
Feedbackl nf o. Each Feedbackl nf o object contains the state information for the

specified source and destination pair. The state information includes
an STL deque of packet drop times,
aflag indicating whether the countermeasure is running or not,
the current and next code-points to be used by the source,
the length of the key window, and

the parameters which determine the drop rate which, if exceeded, will
result in a feedback message

Class | cnpAgent isdeclared as afriend of class dsFeedback. This
allows it to access the private member variable secr et Key. This variable represents
the shared secret required for authentication and decryption of feedback messages, and

code-point sequence generation.

The source code for classes dsFeeback and Feedbackl nf o isin the
files dsFeedback.{ h,cc}, which are in the /ns-2.1b8a/diffserv directory. These classes are
not mirrored in the OTcl hierarchy.

b. Class| cnpAgent

The | cnpAgent class is derived from class Agent . It provides the
mechanisms for sending feedback messages and scheduling client code-point changes.
The struct hdr _i cnp defines the ns2 header associated with ICMP agents. It contains
information about the source of a dropped packet, the seed key to be used to generate the
code-point sequence, and the code-point window to be used by the client.

The member function send() overrides the version in the parent class.
The ingress router calls this function when the drop rate exceeds the threshold. The
function creates a new packet, assigns the appropriate value to the fields in the ICMP
header, and sends this feedback packet to an ICMP agent attached to the source of the
dropped packets.
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The member function recv() aso overrides the implementation in the
parent class. It is caled when the parent node of the ICMP agent receives a feedback
packet. The function uses information in the packet’s header to configure and start the

DoS countermeasure.

Each ICMP agent contains an instance of class CodePt Ti mer , atimer
derived from Ti mer Handl er . The expi re() function of CodePt Ti ner callsthe
static gener at eNext CodePt () function of class dsFeeback and then reschedules
itself based on the code-point window specified in the feedback packet from the ingress

router.

The source code for classes | cnpAgent and CodePt Ti mer, and the
hdr _i cnp struct may be found in the /ns-2.1b8a/diffserv directory in files icmp.{ h,cc}.
| cnpAgent ismirrored in the OTcl hierarchy as class Agent/lcmp.

C. Class Sni f f er Agent

The class Sni f f er Agent is used to simulate a monitor installed along
the path of traffic coming from the client gateway. This classis derived from the existing
UDPAgent class, and ismirrored in the OTcl hierarchy as class Agent/UDP/Shiffer. The
member variablecont r ol | er isareferencetoaCont r ol Agent object attached to
a separate node in the network. This other node is the location of the attack controller.
Whenever the source being sniffed sends a packet with a changed code-point, an
additional packet is sent to the agent that cont r ol | er refersto. This smulates the
ability of the attack controller to monitor traffic from the source and ‘se€’ code-point
changes. The source code for SnifferAgent is contaned in /ns-
2.1b8a/diffserv/sniffer.{ h,cc}.

d. Class Cont r ol Agent

This class is also derived from UDPAgent, and is mirrored as

Agent/UDP/Controller. It simulates the DoS attack controller. The member variable

fl oodLi st is a reference to a list of flooding sources. The overridden function
recv() examines the code-point in packets sent from a Sni f f er Agent and changes
the code-point used by attack traffic to match it.
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Due to problems encountered with spoofing addresses in the simulator,
changes to the code-point used by the compromised hosts could not be made by sending a
packet containing the new code-point from the controller to the flood source. Instead, the
code-point used by the flood sources was directly manipulated by the attack controller.
This introduced an artificial acceleration of the attackers ability to mimic the clients
code-point changes, since queuing, transmission, and propagation delays between the
controller and flooder were eliminated. However, the validity of the simulation was
maintained by increasing these delays between the flooding sources and the DiffServ
ingress router in the simulation script. The source code for Cont r ol Agent is
contained in /ns-2.1b8a/diffserv/attack-controller.{ h,cc} .

e. ClassFl oodAgent

This class smulates the flooding sources controlled by an attacker. It is
derived from UDPAgent . The ability to alter the code-point in use upon receipt of a
packet from the attack controller was implemented, but was not used for reasons
discussed in the section on Cont r ol Agent . The source code for FI oodAgent is
contained in /ns-2.1b8a/diffserv/zombie.{ h,cc} .2

f. OTcl Procedures

Addition of three OTcl procedures was necessary to alow the exchange of
certain data between the compiled and interpreted hierarchies. These procedures are
located in the file /ns-2.1b8a/tcl/lib/ns-diffserv.tcl. The procedures prio and set_priority
were added to class Agent to allow the user to view and modify an agent’s code-point for
debugging purposes. The procedure get-agent-handle was added to the ICMP agent class
(Agent/ICMP). It takes a port number as an argument and returns a reference to the agent
attached to that port. The procedure dlows an ICMP agent in the C++ hierarchy to
obtain areference to another agent attached to the same node.

2. Simulator M odifications

The following existing ns2 files were modified to implement functions necessary

for either creating the attack scenario described in Chapter 111 or implementing the DoS

2 For consistency with the thesis text, simulator files zombie{h,cc} are renamed flood.{ h,cc} in the
appendices, and the word “zombie” has been globally replaced with the word “flood”
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countermeasure described in Chapter V. Modifications to existing files can be found
quickly by searching for the flag “[FEEDBACK]".

a. Classdsr ed

The class dsr ed simulates queue objects in DiffServ enabled routers.
This class is mirrored in the OTcl hierarchy as class Queue/dsRED. It contains a struct
st at s, which stores data about the number of packets dropped. Theenque() function
of this class takes a Packet object as an argument and queues or drops it based on the

algorithm chosen by the user during configuration of the simulator.3

The member variable dr ops__FB was added to thest at s struct to allow
tracking of the number of packets dropped by the DoS countermeasure. The enque()
function was modified in two ways. First, prior to performing any metering, incoming
packets are checked to see if they are marked with an invalid code-point. If the code-
point is invaid, dr ops_FB is incremented, and the packet is dropped without further
processing. Otherwise, the packet is processed by the pre-existing code. The second
change was inserted just prior to the points at which packets are dropped during normal
processing. The simulator checks to see if the countermeasure is active at the source of a
packet about to be dropped. Thisis done to ensure that no excess overhead is incurred by
sending feedback messages to a source that is aready running the countermeasure. If the
countermeasure is not active, the record of drops for that packet’'s flow is updated in
dsFeedback: : f eedbackTabl e.

b. ClassdsPol i cy

The class dsPol i cy performs the metering functions of the DiffServ
ingress routers. It is not mirrored in the OTcl hierarchy. The mar k() member function
of this class uses the meter and parameters specified by the user to set the code-points of
packets arriving a the router. The mar k() function was modified to call the
dsFeedback: : i sCodePt Val i d() function prior to executing the existing code.

Packets  with  invalid code-points ae  reassigned the  code-point

3 Choices for the queuing algorithm are drop tail, RIO C, RIO D, or WRED. A description of each can
be found in the ns2 users manual [FALLOZ2].
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dsFeedback: : | NVALI D_CP, and this code-point is also returned to the calling
function. Packets with valid code-points are handled by the pre-existing code.
C. Class Agent

The class Agent is the base class for all smulator agents. It is mirrored
in the OTcl hierarchy as class Agent. The Agent protected member variable pri o_
represents the IP ToS field. The public member function set _priority() wasadded
to allow modification of pri o_ outside of the Agent class.

d. Class Packet

The class Packet stores alist of the headers included in a packet object
in ns2. It is not mirrored in the OTcl hierarchy. The list was modified to include the
header associated with the | cnpAgent class.

e OTcl Packet Configuration

The file /ns-2.1b8altcl/lib/ns-packet.tcl contains the code necessary to
enable and disable individual packet headers from within an OTcl script, as discussed in
Chapter 1V. This file was modified to include the header defined for use with the new
ICMP protocol.

f. OTcl Default Parameters

The file /ns-2.1b8a/tcl/lib/ns-default.tcl stores default parameters that are
assigned to OTcl objects when they are instantiated. The default value for ICMP packet
Size was added to thisfile.

0. Compilation Environment

The files Makefilein and ns-lib.tcl are used when building the ns2
executable. Makefile.in describes the dependencies among the ns2 source files and
contains the commands necessary to update the ns2 executable file. The location and
names of al new C++ and OTcl files were added to thisfile. The names and locations of
OTdl files that must be compiled into the executable are contained in ns-lib.tcl. This file

was updated to include the file ns-diffserv.tcl.
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VI. PERFORMANCE EVALUATION

A. EXPERIMENTAL DESIGN

Figure 6.1 shows the ns2 topology that was used to conduct experiments. The
OTcl script that sets up this topology is contained in Appendix C. All hosts and
intermediate routers are basic Node objects. All links external to the DiffServ domain
consst of duplex Link objects with default Queues. Within the DiffServ domain,
connections between ingress and core routers consist of two simplex Link objects. The
links from ingress to core routers use dsRED/edge queue objects. The queue at the
ingress router uses a Token Bucket policer to assign code points to incoming packets.

The links from core to ingress routers use dsRED/cor e queue objects.

One Sniffer and one Icmp agent were attached to the client gateway node. The
Shiffer agent was connected to a Null agent attached to the destination node. The Icmp
agent was connected to a second Icmp agent attached to the ingress router node. An
application that generated constant bit-rate (CBR) traffic (class Application/Traffic/CBR)

was attached to the Sniffer
Client t DiffServ Domain
Gateway - ~
A - B Core
Ingress Router
ta Router
te
Attack " Flood Destination
Controller L Sources
Figure 6.1. Experimental Network Topology

One control agent was attached to the attack controller node. A reference to this

agent was stored in the sniffer agent on the gateway. One flood agent was attached to
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each flood source node, and each flooding agent was connected to the null agent installed
on the destination node. References to the agents were stored in the list maintained by
the control agent. The addresses of the flooding nodes were manually changed to match

the address of the client gateway in order to ssmulate the spoofing of source addresses.

For al smulations, the client and flood sources were set to transmit fixed sized
packets at a constant bit rate. A small degree of random variation in packet inter-
departure times was introduced to eliminate synchronization of packet arrival at the
ingress router. Link bandwidths were held constant, and were assigned values large

enough to prevent queues from overflowing.

In Figure 6.1, the times t , ta, tc, and tg represent the sum of al processing,
gueuing, transmission, and propagation delays incurred by a packet transiting the
respective link. We observe that the difference in arrival times at the ingress router of the
first valid and invalid packets with the same signature, which we have previously named

d, can be written
d=(t, +tc+t.)-t . (11)

As explained in Chapter V, Section B, the attack controller directly accesses the
flood sources to update code points, thus eliminating the delays on the links between
them. For this topology, this is equivalent to setting tc equa to zero. However, this
artificiality can be corrected by increasing the delay assigned to either ta, tr, or both, such
that the sum of ta, tc, and tg represents the total time required for the flow of attack

packets with a new signature to merge with vaid flows with the same signature.

After examining the IP header format, the Type of Service (ToS) field in the IP
header was chosen as the mutable portion of the packet signature in our smulation. This
field is dready included in the smulation’s IP header implementation, so no
modifications to the header were required. The ToS field is unused in the nonDiffServ
routers between the client and the DiffServ provider, so modifying it at the source will
not affect packet routing outside of the DiffServ domain.4. DiffServ ingress routers

change this field after receipt based on the client’s SLA, so modifying it will not affect

4 |n practice, this field would not be used exclusively, since it may be used in transit by networks that
implement I1P Precedence [RFC791].
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routing within the DS domain. In the remainder of this section, the term signature refers
specifically to the combination of IP source address and IP ToS field. However, other
fields such as ID or Options could be used in place of or in combination with the ToS
field to determine packet signature.

B. EXPERIMENTAL RESULTS

In our first set of experiments, we compared the out-of-profile rate produced in
the smulation to that calculated using Equation (9). Runs were conducted for severa
different values of pp. The values of W, and pp were held constant during each run. The
value of d was manipulated by varying ta while holding tc, tg, and t constant. The results

of these trials are shown in Figure 6.2.
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Figure 6.2. Predicted Out-of-Profile Rates vs. Measured Results

The second set of experiments was conducted to determine the effect on the DoS
countermeasure of changing the bucket size for the Token Bucket policer. In each run,

the valuesof W, d, and po were held constant. The size of the token bucket was increased

45



exponentialy until it was large enough to prevent any packets from being dropped
regardless of their true source. Runs were conducted for cases in which W>d and Wkd.
Theresults are plotted in Figure 6.3.
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Figure 6.3. Effect of Token Bucket Size on Out-of Profile Rate

C. ANALYSIS

For the first experiment, the simulated results correlated well with the predicted
results. For cases in which W was greater than d but the difference between them was
small, the countermeasure was effective in limiting the out-of-profile rate for valid
packets. When W >> d, the out-of-profile rate for valid packets approached po. In test

cases where W < d, no valid packets were dropped as a result of the countermeasure.
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Results of the second experiment indicate that for our countermeasure, a small
token bucket size is required to minimize out-of-profile marking for valid traffic while
maximizing it for invalid traffic. Bucket sizes that were two to four times the average
packet size provided the best results. However, the result of failure to use a small bucket

size was only dlight degradation in the overall performance of the countermeasure.

The out-of-profile marking rate for valid traffic is higher than predicted if the
token bucket size is not optimized. For extremely small token bucket sizes, this is
expected. The token bucket allows the maximum arrival rate a router will tolerate for
short periods to be larger than the average long-term rate. 1f the bucket sizeis small (less
than twice the size of an average packet), the randomness introduced into inter-packet
departure times can cause two successive packets to be received at arate that exceeds the

maximum arrival rate.

The observed effectiveness of the countermeasure was aso worse than predicted
for large bucket sizes. This can be attributed to the longer delay in starting the
countermeasure that logically accompanies a larger token bucket. The ingress router will
treat the initial flood of traffic as a burst. A larger bucket allows larger bursts, so under
these conditions, it will take longer for packets to be marked out-of-profile once an attack
commences.
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VIlI. CONCLUSIONS

A. SUMMARY

DiffServ implementation will have a significant impact on the conduct and
mitigation of DoS attacks. The explicit bond between a service provider and its clients
will alow communication that is difficult to achieve in the current Internet. This
research has demonstrated that it is possible to mitigate DoS attacks against DiffServ
clients and detect service theft without per-packet cryptographic processing. The tradeoff
for the reduction in overhead is the potential inability to guarantee a zero loss rate for
valid traffic entering the DiffServ domain. The proposed countermeasure can be
combined with other security protocols if both QoS and security are required. Its low
cost in terms of processing requirements makes it an excellent choice as an independent
monitor for possible breaches of the security protocols.

B. FUTURE WORK

The countermeasure and its implementation in ns2 are both in nascent stages of
development. The following areas provide opportunities to extend and improve upon the
work of this thesis.

1 Countermeasure Hardening

The proposed countermeasure has been exhaustively analyzed to ensure security.
However, it has several known weaknesses (see Chapter 1V) and additional weaknesses
may be discovered in the future. The countermeasure must be refined to secure it against
these weaknesses, and continually re-examined in light of changes to network devices
and protocols. Solutions to known weaknesses must be implemented and their effects on
the effectiveness of the countermeasure studied.

2. Realism | mprovements

Simulations using more redistic traffic sources and network topologies must be
run to alow further validation and study of the DoS countermeasure. DiffServ client
traffic was smulated by a CBR traffic source. This type of source is does not accurately
model real-world network traffic, which tends to have greater variance in burst size and
inter-burst timing. Simulations should be run using various traffic distributions, e.g.
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exponential or Pareto distributions, to examine the performance of the countermeasure
under more redlistic traffic loads. Exponential and Pareto traffic generation applications
are implemented in the simulator. However, they could not be evaluated due to
synchronization effects observed at the DiffServ ingress router when using them.
Additional study is required to tune these applications and eliminate synchronization.

3. Evaluation of Fair ness

As discussed in Chapter 1V, the fairness of the countermeasure with respect to
individual flows has not been determined. A single traffic source was used to simulate
client traffic. Follow-on work should be undertaken to create a simulation topology in
which traffic from a number of different hosts is aggregated at the client gateway before
exiting the client’s domain. Modifications to the countermeasure should be developed to
correct any inequities observed in the treatment of individual sub-flows of the aggregated
traffic.

A topology for testing the fairness of the countermeasure can be implemented
with only minor modifications to the simulator. The ssmulator provides implementations
for protocols that are likely to be used for traffic requiring QoS guarantees. One example
is the class Agent/RTP, which simulates the Real Time Protocol. A topology could be
created in which a number of RTP agents in a client domain are provided QoS based on a
single SLA between the client domain and the DiffServ domain. This would require all
agents to send their traffic to a single client gateway, where the traffic would be
aggregated and forwarded to the DiffServ network. Implementing the gateway requires
creation of anew Agent subclass capable of performing these functions.
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APPENDIX A.  SOURCE CODE FOR DOS COUNTERM EASURE
EXTENSIONSTO THENX SSIMULATOR

When the file ns-allinone-2.1b8a.tar is expanded, the main ns2 directory is
created with the same name (without the .tar extension). Files listed in this appendix
were added to the existing /ns2.1b8a/diffserv subdirectory of the main ns2 directory, with
the exception of ns-diffserv.tcl, which was added to the /ns2.1b8a/tcl/lib directory.

attack-controller.h

#i f ndef ns_attack _controller_h
#define ns_attack_controller_h

#i ncl ude "udp. h"
#i ncl ude "fl ood. h"

cl ass Fl oodNode {
publi c:
Fl oodNode() ;
Fl oodAgent * agent;
Fl oodNode* next;

cl ass Control Agent : public UdpAgent {
publi c:
Cont r ol Agent () ;
Cont r ol Agent (packet _t type);
int command(int argc, const char*const* argv);
void recv(Packet* p, Handler* h);
inline ns_addr_t here() { return here_;}; //for use by sniffer agent

private:
Fl oodNode* fl oodLi st;
}s

#endi f
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attack-controller.cc

#i ncl ude "attack-controller.h"
#i ncl ude <i ostreanp
#i ncl ude "ip.h"

/la linked list of the flood agents controlled by this node
FI oodNode: : Fl oodNode() {

agent = NULL,

next = NULL;
b

static class ControlClass : public Tcl C ass {
publi c:
Control Class() : Tcl Class("Agent/UDP/ Controller") {}
Tcl Obj ect* create(int, const char*const*) {
return (new Control Agent ());
}

} class_control _agent;

Cont rol Agent :: Control Agent () : UdpAgent () {
floodLi st = NULL;
bi nd(" packet Si ze_", &size_ );

Cont r ol Agent: : Control Agent (packet _t type) : UdpAgent (type) {
fl oodLi st = NULL;
bi nd(" packet Si ze_", &size );

i nt Control Agent::command(i nt argc, const char*const* argv) {
Agent * srcAgent = NULL;

if (argc == 3) {

/linplenmentation of tcl commuand "add-fl ooder"
if (strcmp(argv[1l], "add-flooder") == 0) {
Fl oodAgent * newAgent = (Fl oodAgent*) Tcl Qbject:: | ookup(argv[2]);

i f (newAgent) {
/1in case feedback has already started
newAgent - >set _priority(prio_);

Fl oodNode* newNode = new Fl oodNode() ;
newNode- >agent = newAgent;

newNode- >next = fl oodLi st;

fl oodLi st = newNode;

} else {
cout << argv[2] <<

is not a valid flood agent << endl
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return (TCL_CK);
}
}

/1 1f the command hasn't been processed by Control Agent():: command,
/1 call the command() function for the base class
return (UdpAgent::command(argc, argv));

/1 received a sniffed code point
void Control Agent::recv(Packet* p, Handler* h) {

hdr _i p* i ph = hdr_ip::access(p);

/1l store the newy changed code pt as the controller's code pt
prio_ = iph->prio();
Fl oodNode* nodePtr = fl oodLi st;

/1 Notify each flood agent of the CP change. 1In reality this would
/1 have to be transmitted over at |east one |ink, which would take a
/] finite amount of time. However, because the addresses of the
/1 flood sources are all changed to match that of the target, sending
/'l a packet to them breaks the Classifier code. This hack takes zero
/1 simtime, but we conpensate by increasing the delay on the
/1 flooder's outgoing links in the simnulation script.
while (nodePtr) {

nodePtr - >agent - >set _priority(prio_);

nodePtr = nodePtr->next;

}

/1 Discard the packet
Packet::free(p);
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dsFeedback.h

#i ncl ude <map>

#i ncl ude <deque>

#i ncl ude "agent.h"

#i ncl ude "ip.h"

#i ncl ude "icnp. h"

#i nclude "timer-handler.h”

#i f ndef ds_feedback_h
#defi ne ds_feedback_h
#defi ne MAX DROPS 3
#defi ne DROP_W NDOW 5. 0

usi ng namespace std

//specify STL tenpl ate argunents and renane
t ypedef deque<doubl e> ti neDeque;
typedef tineDeque::iterator tinmeDequelter

cl ass Feedbacklinfo { //stores info about a specific src/dest pair
publi c:

Feedbackl nfo();

ti meDeque ti nes;

bool running;

| ong cpl, cp2, seedKey;

i nt maxDr ops;

doubl e dropWn, keyWn;
b

typedef map<ns_addr _t, Feedbackl nf o> dest 2Fbi
typedef dest2Fbi::iterator dest2Fbilter

t ypedef pair<ns_addr_t, Feedbackl nf o> dest Fbi Pair
typedef map<ns_addr _t, dest 2Fbi > src2Dest;
typedef src2Dest::iterator src2Destlter

t ypedef pair<ns_addr_t, dest 2Fbi > srcDest Pai r

cl ass dsFeedback {
friend class | cnpAgent;
publi c:
static const int |NVALID CP;
static void dropNotify(ns_addr_t src, ns_addr_t dest,
doubl e dropTi ne, |cnpAgent* icnpAgent);
static | ong generat eNext CodePt (const |ong prev);
static | ong generatelnitCodePt(const |ong seedKey,
const |ong secretKey);
static bool isFeedbackRunni ng(ns_addr_t src, ns_addr_t dest);
static bool isCodePtValid(ns_addr_t src, ns_addr_t dest,|ong codePt);
private:
static src2Dest feedbackTabl e;
static const |ong secretKey;
static void sendFeedback (ns_addr_t src, |cnpAgent* icnpAgent,
| ong seed, double keyW ndow) ;
1
#endi f

54



dsFeedback.cc

#i ncl ude "dsFeedback. h"
#i ncl ude <i ostreanp
#i ncl ude <mat h. h>

[linitialize static menbers
src2Dest dsFeedback: : f eedbackTabl e;
const int dsFeedback:: 1 NVALI D _CP
const | ong dsFeedback: : secret Key

_1’
rand() ;

/1 define the |l ess than operator for struct ns_addr_t (see config.h)
/1 so we can use it in STL containers
bool operator< (const ns_addr_t& nl, const ns_addr_t& n2) {

return ( (nl.addr_ < n2.addr_) |

((nl1.addr_ == n2.addr_) && (nl.port_ < n2.port_)) );

/*********************************************************************

* void dropNotify(src, dest, dropTine, icnpAgent)

* PRE: None

* POST: src/dest pair exists in feedbackTable with dropTinme as the
* last entry in its tinmeDeque. |If MAX DROPS is exceeded, a
* f eedback message has been sent to src

* RETURN: void

*

********************************************************************/

voi d dsFeedback: :dropNotify(ns_addr_t src, ns_addr_t dest,
doubl e dropTi me, |cnpAgent* icnpAgent) {

/'l check to see if this source has an entry already
src2Destlter srclter = feedbackTable.find(src);

if (srclter !'= feedbackTable.end()) {

//if so, check to see if src is already paired with dest
dest 2Fbilter destlter = srclter->second.find(dest);

if (destlter != srclter->second.end()) {

/[1if so, add dropTine to the I|ist
Feedbackl nfo* fbi = &(destlter->second);
ti meDeque* times_ = &(fbi->tinmes);

ti mes_->push_back(dropTi ne);

//renpove all previous drop tines outside the current w ndow

while (times_->front() < (dropTime - fbi->dropWn)) {
times_->pop_front();

}

[1if over drop limt for time w ndow, and feedback not already
/lactive for this pair, send feedback
if ( I'(fbi->running) && (times_->size() >= MAX_DROPS) ) {

| ong seed = rand();

doubl e keyW ndow = 0.100; //100 mlliseconds
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}

r

fbi->running = true

fbi->cpl = 0O;

fbi ->cp2 = generatel nitCodePt (seed, secretKey);
fbi - >keyWn = keyW ndow,

fbi - >seedKey = seed;

i cnpagent - >sendFB(src, seed, keyW ndow);
return;

}

} else { //no entry for this (src,dest) pair
Feedbackl nfo fbi;
srclter->second.insert(destFbi Pair(dest,fbi));

/1l can't just insert dropTine, since one drop may be enough to
/1 trigger feedback nessage. Notify again instead
dropNotify(src, dest, dropTine, icnpAgent);

}

el se {//add new entries for src,dest, and dropTine
Feedbackl nfo fbi;

dest 2Fbi d2f;

d2f.insert (dest Fbi Pai r(dest,fbi));

f eedbackTabl e. i nsert (srcDest Pair(src, d2f));

/1l can't just insert dropTine, since one drop may be enough to
/1 trigger feedback nessage. Notify again instead
dropNotify(src, dest, dropTine, icnpAgent);

eturn;

} //end dropNotify()

/*********************************************************************

*

*
*
*
*
*
*

bool isCodePtValid(src, dest, codePt)
PRE: None
POST: if codePt = cp2 in the src/dest entry of the feedback table,
cpl is assigned cp2, and a new value for cp2 is generated.
RETURN: true if code point is valid or there is no entry for this
src/dest pair, false otherw se

********************************************************************/

bool dsFeedback: :isCodePtValid(ns_addr_t src, ns_addr_t dest,

| ong codePt) {

src2Destlter srclter = feedbackTable.find(src);

if (srclter !'= feedbackTable.end()) {

dest 2Fbilter destlter = srclter->second.find(dest);

if (destlter !'= srclter->second.end()) {
Feedbackl nfo* fbi = &(destlter->second);

if (fbi->running) { //don't check if FB isn't active
if (fbi->cpl != codePt) {

if (fbi->cp2 !'= codePt) { return false; }
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else { // codePt = cp2
fbi->cpl = fbi->cp2;
fbi ->cp2 = gener at eNext CodePt ( f bi - >cp2);

}

}
}
}
}

return true
} //end isCodePointValid()

/*********************************************************************

* | ong gener at eNext CodePt ( prev)

* PRE: None

* POST: None

* RETURN:. A code point between 1 and 255 generated based on the

* previ ous code point

*********************************************************************/
| ong dsFeedback: : gener at eNext CodePt (const | ong prev) {

| ong next CodePt ;

/lreplace this section with the desired hash function
/1 hash function

next CodePt = prev % 255 + 1;

/1 end hash function

return next CodePt;
} //end generat eNext CodePt ()

/*********************************************************************

* bool feedbackRunning(src, dest)

* PRE: None

* POST: None

* RETURN:. True if the feedback nechanismis active for this src/dest

* pair, false otherw se
*********************************************************************/

bool dsFeedback: :i sFeedbackRunni ng(ns_addr_t src, ns_addr_t dest) {
src2Destlter srclter = feedbackTable.find(src);

if (srclter !'= feedbackTable.end()) {
dest 2Fbilter destlter = srclter->second. find(dest);

if (destlter != srclter->second.end()) {
return destlter->second. running;

} else { //in anticipation of checking this pair again |ater
Feedbackl nfo fbi;
srclter->second. insert(destFbi Pair(dest,fbi));

}

} else { //in anticipation of checking this pair again |ater
Feedbackl nfo fbi;
dest 2Fbi d2f;
d2f.insert (dest Fbi Pair(dest, fbi));
f eedbackTabl e. i nsert (srcDest Pai r(src, d2f));
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}

return fal se;
} //end feedbackRunni ng()

/*********************************************************************

* int generatelnitCodePt(const | ong seedKey, const |ong secretKey)
* PRE: None
* POST: None
* RETURN: The initial code point based on seedKey and secret Key
*********************************************************************/
| ong dsFeedback: : gener at el ni t CodePt (const | ong seedKey,
const long secretKey) {
| ong conbi nedKey = seedKey ” secretKey;
return gener at eNext CodePt (conbi nedKey) ;
} //end generatelnitCodePt ()

/*********************************************************************

* Feedbackl nf o()
* Constructor for class Feedbackl nfo
-k**********-k-k-k*******************************************************/
Feedbackl nf o: : Feedbackl nfo() {

runni ng = fal se;

cpl = O;

cp2 = 0;

maxDr ops = MAX_DROPS;

dr opW n = DROP_W NDOW

keyWn = 0;

seedKey = 0;
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icmp.h

#i f ndef ns_icnp_h
#define ns_icnp_h

#i ncl ude "agent.h"
#include "tclcl.h”
#i ncl ude "packet.h"
#include "ip.h"

#i nclude "sniffer.h"

struct hdr_icnmp {
ns_addr _t origSrc;
| ong seed; /!l seed value for the codePt hash function
doubl e codePtWn; // how often the sender should change code points

static int offset_;

inline static int& offset() { return offset_; }

inline static hdr_icnp* access(const Packet* p) {
return (hdr _icnp*) p->access(offset );

}
b

cl ass CodePt Timer : public TinmerHandler {

public:
CodePt Ti mer (SnifferAgent* srcAgent, |ong newCP, double codePtWn);
voi d expire(Event* e);

prot ect ed:
Sni f f er Agent * agent;
| ong current CP
doubl e del ay;

b

class |l cnpAgent : public Agent {
publi c:
| cnpAgent () ;
| cnpAgent (packet _t type);
int command(int argc, const char*const* argv);
voi d recv(Packet*, Handl er*);
void sendFB(ns_addr_t src, |ong seed, double keyW ndow);

private:
CodePt Ti mer* tiner;

}s
#endi f
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icmp.cc

#i ncl ude "icnp. h"
#i ncl ude "dsFeedback. h"

/linitialize static nmenber
int hdr_icnp::offset_;

/1 CodePt Ti mer constructor
CodePt Ti mer : : CodePt Ti mer (Sni ffer Agent* src, |ong newCP, double cpWn)
Ti mer Handl er (), agent(src), delay(cpWn), currentCP(newCP){};

/] Definition of virtual function declared in base class TinerHandl er
voi d CodePt Ti mer::expire(Event* e) {

if (agent = 0) {
cout << "Agent changing code pt..." << endl;
current CP = dsFeedback: : gener at eNext CodePt (current CP) ;
agent->set _priority(currentCP);
resched(del ay);

}

/1 Add | CMP header to Ofcl hierarchy
static class |IcnpHeaderCl ass : public Packet Header Cl ass {
publi c:
| crpHeader Cl ass() : Packet Header Cl ass( " Packet Header/ | CVP"
si zeof (hdr_icnp)) {
bi nd_of fset (&hdr _i cnp::of fset );
}
void export_of fsets() {
field offset("origSrc", OFFSET(hdr _icnp, origSrc));
field offset("seed", OFFSET(hdr_icnp, seed));
field_offset("codePtWn", OFFSET(hdr_icnp, codePtWn));

}
} class_icnphdr;

/1 Add | CMPAgent class to Ofcl hierarchy
static class lIcnpClass : public TclCass {
publi c:
lcnpCl ass() : Tcl Class("Agent/1CW") {}
Tcl Obj ect* create(int, const char*const*) {
return (new I cnpAgent());
}

} class_icnp;
/1 1cnpAgent constructors

| cnpAgent : : | cnpAgent () : Agent (PT_ICWP) {
bi nd(" packet Si ze_", &size );
}

| cnmpAgent : : |1 cnpAgent (packet _t type) : Agent(type) {
bi nd(" packet Si ze_ ", &size );
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int IcnpAgent::command(int argc, const char*const* argv) {
if (argc == 2) {

if (strcmp(argv[1], "send") == 0) {
Packet* p = allocpkt();
hdr _i cnp* hdr = hdr _i cnp: : access(p);
hdr - >seed = 2;
hdr - >codePt Wn = 0. 005;
send(p, 0);

}

}

/1 1f the command hasn't been processed by |cnpAgent()::conmand,
/1 call the command() function for the base class
return (Agent::command(argc, argv));

/*********************************************************************

* void recv(pkt, h)
* PRE: Packet pkt contains the port nunber of the agent whose
* dropped packet caused the feedback nessage to be sent
* POST: DoS counterneasure is started for that agent
* RETURN: void
*********************************************************************/
void | cnpAgent::recv(Packet* pkt, Handler* h) {
hdr _i cnp* hdr = hdr _i cnp::access(pkt);
| ong seed = hdr->seed,;

/1 Call the Oflcl procedure 'Agent/lcnp get-agent-handle {port}’

/1 which returns a handle to the source agent (see ns-diffserv.tcl)
char out[128];

sprintf(out, "% get-agent-handle %", nane(), hdr->origSrc.port_);
Tcl & tcl = Tcl::instance();

tcl.eval (out);

Sni fferAgent* src = (SnifferAgent*) Tcl Object::lookup(tcl.result());

if (src !'=0) {
/I Cal cul ate new code point and change it
| ong newCP =
dsFeedback: : generat el ni t CodePt (seed, dsFeedback: : secretKey);
src->set_priority(newCpP);
[lcreate tinmer and schedul e the next code point change
ti mer = new CodePt Ti mer (src, newCP, hdr->codePtWn);
ti mer->sched( hdr->codePt Wn);
} else {
cout << "No object in |ookup table for " << tcl.result() << endl

}

/1l free the menory assigned to the received packet
Packet :: free(pkt);
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/*********************************************************************

* void recv(pkt, h)
* PRE: None
* POST: Feedback nessage sent to src
* RETURN: void
*********************************************************************/
voi d | cnpAgent::sendFB(ns_addr _t src, |ong seed, double keyW ndow) {

Packet* p = allocpkt();

hdr _i cp* hdr = hdr _i cnp: : access(p);

hdr->origSrc = src;

hdr - >seed = seed,;

hdr - >codePt Wn = keyW ndow,

send(p, 0);

ns-diffserv.tcl

Agent instproc set_priority {newprio} {
$sel f instvar prio_
set prio_ newprio

Agent instproc prio {} {
$sel f instvar prio_
return $prio_

Agent /1 CVP i nstproc get-agent-handle {port} {
$sel f instvar node_
set src_agent [$node_ agent $port]
return [ $node_ agent $port]
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sniffer.h

#i f ndef ns_sniffer_h
#define ns_sniffer_h

#i ncl ude "udp. h"
#i ncl ude "attack-controller.h"

class SnifferAgent : public UdpAgent {
publi c:

Sni fferAgent ();

Sni f f er Agent (packet _t type);

inline int prio() { return prio_;};

/1 override functions in parent classes

int command(i nt argc, const char*const* argv);
voi d sendnsg(int nbytes, const char* flags);
void set_priority(int priority);

private:

bool codePt Changed;

Cont rol Agent* controller;

/1 Control Agent defined in attack-controller.{h,cc}

i

#endi f
sniffer.cc

#i ncl ude "sniffer.h"
#i ncl ude <i ostreanr
#i ncl ude "ip.h"

/1 Add SnifferAgent to thew OTcl hierarchy
static class SnifferClass : public Tcl Class {
publi c:
SnifferClass() : Tcl Class("Agent/UDP/ Sniffer") {}
Tcl Obj ect* create(int, const char*const*) {
return (new SnifferAgent());

} class_sniffer_agent;

/1 SnifferAgent constructors

Sni fferAgent:: SnifferAgent() : UdpAgent() {
control l er = NULL;
codePt Changed = true;

bi nd(" packet Si ze_", &size );
}

Sni fferAgent:: Sni fferAgent (packet _t type) : UdpAgent (type) {
control l er = NULL;
codePt Changed = true;

bi nd(" packet Si ze_", &size );
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int SnifferAgent::command(int argc, const char*const* argv) {

Agent * srcAgent = NULL;
if (argc == 3) {

/1l C++ inplnmentation of Orcl

/1 " Agent/UDP/ Sni ffer set-controller <agent-handl e>

if (strcmp(argv[1l], "set-controller"”) == 0) {
Control Agent* newAg = (Control Agent*) Tcl Cbj ect: : | ookup(argv[2]);

if (newAg !'= NULL) {
controll er = newAg;
} else {
cout << argv[2] << " is not a valid agent " << endl

}
return (TCL_CK);
}
}

/1 1f the command hasn't been processed by SnifferAgent()::commnd,
/1 call the command() function for the base class
return (UdpAgent::command(argc, argv));

void SnifferAgent::sendnsg(int nbytes, const char* flags) {

}

Packet * snf Pkt = NULL;

/1 notify controller only when code point has changed
i f (codePt Changed && (controller !'= NULL)) {

codePt Changed = fal se;

snf Pkt = al | ocpkt ();

hdr _i p* ip_snf = hdr_ip::access(snfPkt);

i p_snf->dst_ = controller->here();

}

/I need to ensure that packet is sent before it is "sniffed"
UdpAgent : : sendnsg( nbytes, flags);

if (snfPkt !'= NULL) {
/1l send "sniffed" code point to controller
Connector::send(snf Pkt, 0);

}

void SnifferAgent::set _priority(int priority) {

prio_ = priority;

/1l ensure that a changed code point triggers a nessage to the

/1 sniffer controller when the next packet is sent by this source
codePt Changed = true;

64



flood.h

#i f ndef ns_fl ood_h
#define ns_flood_h

#i ncl ude "udp. h"

cl ass Fl oodAgent : public UdpAgent {
public:
Fl oodAgent () ;
Fl oodAgent (packet _t type);
int coomand(int argc, const char*const* argv);
voi d recv(Packet* p, Handler* h);
inline ns_addr_t here() { return here_;};

b

#endi f

flood.cc

#i nclude "fl ood. h"
#i ncl ude "ip.h"

static class FloodCl ass : public Tcl C ass {
publi c:
Fl oodCl ass() : Tcl Cl ass("Agent/ UDP/ Fl ood") {}
Tcl Obj ect* create(int, const char*const*) {
return (new Fl oodAgent ());

} class_flood_agent;

Fl oodAgent : : Fl oodAgent () : UdpAgent () {
bi nd(" packet Si ze ", &size );
}

Fl oodAgent : : Fl oodAgent (packet _t type) : UdpAgent (type) {
bi nd(" packet Si ze_", &size );
}

i nt Fl oodAgent::comand(int argc, const char*const* argv) {
/1 call the command() function for the base class
return (UdpAgent::command(argc, argv));

}

voi d Fl oodAgent::recv(Packet* p, Handler* h) {
hdr _i p* i ph = hdr_ip::access(p);
set_priority(iph->prio());

/1 Discard the packet
Packet::free(p);
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APPENDIX B. MODIFIED NS2 SOURCE CODE

Files listed in this appendix are modified versions of existing ns2 files.
Modifications are labeled [FEEDBACK]. For brevity, unmodified sections have been
omitted.

agent.h

Copyright (c) 1993-1997 Regents of the University of California.
Al rights reserved.

Redi stribution and use in source and binary forms, with or w thout

nodi fication, are permtted provided that the follow ng conditions

are met:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. Al advertising nmaterials mentioning features or use of this
software nust display the foll ow ng acknow edgenent :
Thi s product includes software devel oped by the Conputer Systens
Engi neering Group at Law ence Berkel ey Laboratory.

4. Neither the nanme of the University nor of the Laboratory nay be
used
to endorse or pronote products derived fromthis software wi thout
specific prior witten perm ssion

THI'S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS ""AS | S
AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LI M TED
TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE REGENTS OR
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT

LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THECORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LI ABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OUT
OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF
SUCH DANMAGE

L S T T T R R N T B T R R S T T R R R S S

*

*/
#i f ndef ns_agent _h
#define ns_agent _h

#i ncl ude "connector. h"

#i ncl ude "packet.h"

#i ncl ude "tiner-handler.h"
#i ncl ude "ns-process. h"

#i ncl ude "app. h"
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#define TIMER_IDLE O
#def i ne TI MER_PENDI NG 1

/*

* Note that tinmers are now i npl enented using tinmer-handler.{cc, h}

*/
#defi ne TRACEVAR_MAXVALUELENGTH 128

cl ass Application;

/1 store old value of traced vars

/1 work only for TracedVarTc

struct O dVval ue {
TracedVvar *var_;
char val _[ TRACEVAR_MAXVALUELENGTH] ;
struct O dVal ue *next_;

1
class Agent : public Connector {
publi c:

Agent (packet _t pkt Type);
virtual ~Agent();
voi d recv(Packet*, Handl er*);
/! added for edrop tracing - ratu
void recvOnl y(Packet *) {};
voi d send(Packet* p, Handler* h) { target_->recv(p, h); }
virtual void tinmeout(int tno);
virtual void sendnsg(int sz, AppData*, const char* fl ags 0);
virtual void send(int sz, AppData *data) { sendnsg(sz, data, 0); }
virtual void sendto(int sz, AppData*, const char* flags = 0);
virtual void sendnsg(int nbytes, const char *flags = 0);
virtual void send(int nbytes) { sendnsg(nbytes); }
virtual void sendto(int nbytes, const char* flags, nsaddr_t dst);
virtual void connect(nsaddr_t dst);
virtual void close();
virtual void listen();
virtual void attachApp(Application* app);
virtual int& size() { return size_; }
inline nsaddr_t& addr() { return here_.addr_; }
inline nsaddr_t& port() { return here_.port_; }
inline nsaddr_t& daddr() { return dst_.addr_; }
inline nsaddr_t& dport() { return dst_.port_; }
voi d set _pkttype(packet t pkttype) { type_ = pkttype; }
void set_priority(int priority) { prio_ = priority; } //[FEEDBACK]

protected:

int command(int argc, const char*const* argv);

vi rtual
vi rtual

void delay_bind_init_all();
i nt del ay_bi nd_di spatch(const char *var Nane,
const char *l ocal Name, Tcl Object *tracer);
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virtual void recvBytes(int bytes);
virtual void idle();
Packet* allocpkt() const; [// alloc + set up new pkt

Packet * al | ocpkt (int) const; /1l same, but w/ data buffer
voi d initpkt(Packet*) const; /1l set up fields in a pkt
ns_addr _t here_; /1 address of this agent
ns_addr _t dst_; /1 destination address for pkt flow
int size_; /1 fixed packet size
packet t type_; /1l type to place in packet header
int fid_; /[l for IPv6 flowid field
int prio_; /'l for IPv6 prio field
int flags_; /1 for experinents (see ip.h)
int defttl_; /1 default ttl for outgoing pkts
#i f def not def
i nt segnho_; /* current seqno */
int class_; /* class to place in packet header */
#endi f

pri
b

static int uidcnt_;

Tcl _Channel channel _;
char *traceNanme_; /1 name used in agent traces
A dval ue *ol dval ueli st _;

Application *app_; /1 ptr to application for call back

virtual void trace(TracedVar *v);

voi d del et eAgent Trace() ;

voi d addAgent Trace(const char *nane);

voi d noni tor Agent Trace();

A dval ue* | ookupd dVal ue(TracedVar *v);

voi d insertd dVal ue(TracedVar *v, const char *val ue);
voi d dunpTracedVars();

vat e:

voi d flushAVar (TracedVar *v);

#endi f
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Copyrights (c) 2000 Nortel Networks
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Al rights reserved.

Redi stribution and use in source and binary forms, with or w thout
nodi fication, are permtted provided that the follow ng conditions
are met:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stri bution.

3. Al advertising materials mentioning features or use of this
sof twar e
nmust di splay the foll ow ng acknow edgenent :

Thi s product includes software devel oped by Nortel Networks.

4. The nanme of the Nortel Networks may not be used
to endorse or pronote products derived fromthis software wi thout
specific prior witten permn ssion

THI'S SOFTWARE | S PROVI DED BY NORTEL AND CONTRIBUTORS " "AS IS'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TG
THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL NORTEL OR
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT

LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRI CT LI ABILITY,
OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY

OUT OF THE USE OF THI S SOFTWARE, EVEN |IF ADVI SED OF THE PGOSSI BI LI TY
OF SUCH DAMAGE

Devel oped by: Farhan Shal |l wani, Jeremy Ethridge

Pet er Pi eda, and Mandeep Bai nes
Mai nt ai ner: Peter Pieda <ppi eda@ortel networks. con

dsred. h

The Positions of dsREDQueue, edgeQueue, and coreQueue in the Object
Hi er archy.

This class, i.e. "dsREDQueue", is positioned in the class hierarchy
as follows:

Queue

I
dsREDQueue

This class stands for "Differentiated Services RED Queue". Since
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These child classes correspond to the "edge" and "core" routers in a
Diffserv architecture.

* the original RED does not support multiple paraneters, and other
* functionality needed by a RED gateway in a Diffserv architecture,
* this class was created to support the desired functionality. This
* class is then inherited by two nore classes, nmoulding the old

* hierarchy as follows:

*

*

* Queue

- |

* dsREDQueue

* | |

* edgeQueue coreQueue

*

*

*

*

*

*

#i f ndef dsred_h
#define dsred_h

#include "red.h" // need RED class specs (edp definition, for exanple)
#i ncl ude "queue. h" /1 need Queue cl ass specs

#i ncl ude "dsredq. h"

#i ncl ude "agent.h"

#i nclude "icnp. h" [/ /[ FEEDBACK]

/* The dsRED cl ass supports the creation of up to MAX QUEUES physica

* queues at each network device, with up to MAX PREC virtual queues in

* each queue. */
#define MAX QUEUES 8 // nmexi mum nunmber of physical RED queues
#define MAX PREC 3 // maxi mum nunber of virtual RED queues in one

/1 physical queue
#def i ne MAX_CP 256 /1 maxi mum nunber of code points in a
simul ati on
#defi ne MEAN_PKT_SI ZE 1000 /1 default nmean packet size, in bytes,
/1 needed for RED cal cul ations

enum schedMbdeType {schedModeRR, schedModeWRR, schedModeW RR
schedModePRI };

#def i ne PKT_MARKED 3

#def i ne PKT_EDROPPED 2
#def i ne PKT_ENQUEUED 1
#def i ne PKT_DROPPED 0

struct phbParam

This struct is used to maintain entries for the PHB paraneter
tabl e, used
to map a code point to a physical queue-virtual queue pair

struct phbParam {



i nt codePt _;

i nt queue_; /1 physical queue
int prec_; /1 virtual queue (drop precedence)
1
struct statType {
| ong drops; /1l per queue stats
| ong edrops;
| ong pkts;

long valid_CP[MAX_CP]; [/ per CP stats

| ong drops_FB; // [FEEDBACK] packets droped due to feedback
| ong drops_CP[ MAX_CPJ];

| ong edrops_CP[ MAX_CP];

| ong pkts_CP[ MAX_CP];

cl ass dsREDQueue
This class specifies the characteristics for a Diffserv RED router

cl ass dsREDQueue : public Queue {
publi c:
dsREDQueue() ;
int command(int argc, const char*const* argv); // interface to ns
/lscripts

prot ect ed:
redQueue redg_[ MAX_ QUEUES]; // the physical queues at the router
NsCbj ect* de_drop_; /'l drop_early target
| cnpAgent * icnpAgent; //[FEEDBACK] the icnp agent associated with
/1l this queue
stat Type stats; // used for statistics gatherings
int qToDqg; // current queue to be dequeued in a round robin manner
i nt numQueues_; // the number of physical queues at the router
i nt nunPrec; /1 the number of virtual queues in each physical queue
phbParam phb_[ MAX_CPJ] ; /1 PHB table
i nt phbEntri es; /1 the current nunmber of entries in the PHB table
int ecn_; /'l used for ECN (Explicit Congestion Notification)
Li nkDel ay* |ink_; /1 outgoing |ink
i nt schedMbde; /1 the Queue Schedul i ng node
i nt queueWei ght [ MAX_QUEUES] ; /1 A queue wei ght per queue
doubl e queueMaxRat e[ MAX_QUEUES]; // Max Rate for Priority Queueing
doubl e queueAvgRat e[ MAX_QUEUES]; // Avg Rate for Priority Queueing
doubl e queueArrTi me[ MAX_QUEUES]; // Arr Time for Priority Queueing
i nt slicecount[ MAX_QUEUES] ;
i nt pktcount [ MAX_QUEUES] ;
int wirrTenmp[ MAX_QUEUES] ;
unsi gned char wi rrgqDone[ MAX_QUEUES] ;
i nt queuesDone;

void reset();

voi d edrop(Packet* p); // used so flowronitor can nonitor early drops
voi d enque(Packet *pkt); // enques a packet

Packet *deque(void); // deques a packet

i nt get CodePt (Packet *p); // given a packet, extract the code point
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/1 marking fromits header field

voi d sel ect QueueToDeque();// round robin scheduling dequing al gorithm
voi d | ookupPHBTabl e(i nt codePt, int* queue, int* prec); // |ooks up

/' / queue and prec nunbers corresponding to a code point
voi d addPHBEntry(int codePt, int queue, int prec); // edits phb entry

/1 in the table
voi d set NunPrec(int curPrec);
voi d set MREDMbde(const char* node, const char* queue);
void printStats(); // print various stats
doubl e getStat(int argc, const char*const* argv);
void printPHBTable(); // print the PHB table
voi d set Schedul ar Mbde(const char* schedtype); //Sets the schedul ar
/1l node
voi d addQueueWei ghts(int queueNum int weight); // Add a nmaxRate to a
/1 PRI queue
voi d addQueueRat e(i nt queueNum int rate); // Add a weigth to a WRR
/1 or WRR queue
voi d print\WRRcount (); /1l print various stats
voi d appl yTSWvet er (Packet *pkt); // apply neter to cal cul ate average
/1l rate of a PRI queue
3

#endi f

dsred.cc
/* Copyrights (c) 2000 Nortel Networks
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* Al rights reserved.

Redi stribution and use in source and binary forms, with or wthout
nodi fication, are pernmtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this Iist of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in
the docunentation and/or other materials provided with the
di stribution.

3. Al advertising nmaterials nmentioning features or use of this
sof t ware
nmust display the follow ng acknow edgenent :

Thi s product includes software devel oped by Nortel Networks.

4. The name of the Nortel Networks nmay not be used
to endorse or pronote products derived fromthis software w thout
specific prior witten pernission

THI' S SOFTWARE | S PROVI DED BY NORTEL AND CONTRIBUTORS ""AS IS'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TG
THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL NORTEL OR
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,

SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT
LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND
ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LI ABILITY,
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Mai nt a
/

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
OUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGOSSI BI LI TY
OF SUCH DAMAGE

Devel oped by: Farhan Shal | wani, Jereny Ethridge

Pet er Pi eda, and Mandeep Bai nes
i ner: Peter Pieda <ppieda@ortel networks. conm

<stdi o. h>
"ip.h"
"dsred. h"
"del ay. h"
"random h
"flags. h"
“tcp. h"

"dsredqg. h"

/1 [ FEEDBACK]
#i fdef ds_feedback_h

#i ncl ud
#endi f

e "dsFeed

back. h"

voi d enque(Packet* pkt)
The followi ng nethod outlines the enquing mechanismfor a Diffserv

router.
This neth
out | i ne.

od is not

used by the inheriting classes; it only serves as an

voi d dsREDQueue: : enque( Packet* pkt) {

int cod

ePt, queu

e, prec;

hdr _i p* i ph = hdr_ip::access(pkt);
ns_addr_t src = iph->src();

ns_addr

_t dst =

i ph->dst ();

bool dropped = fal se; //[FEEDBACK]

codePt
int ecn

= i ph->pr
= 0;

io();//extracting the marki ng done by the edge router

doubl e now = Schedul er::instance().clock();

stats.p

kt s++;

/| [ FEEDBACK]
#i f def ds_feedback_h

/1if co
if (cod

dePt is
ePt == ds

nval i d, drop wi thout any other processing
Feedback: : | NVALI D_CP) {

cout << "Dropped due to invalid CP" << endl
stats.drops_FB++; // [FEEDBACK] i ncrenent count of

stats

. drops++;

/1 feedback rel ated drops
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drop(pkt);
dropped = true;

}
#endi f

if (!dropped) { //[FEEDBACK] allow further processing
/1l ooki ng up queue and prec nunbers for that codept
| ookupPHBTabl e(codePt, &queue, &prec);

/1 code added for ECN support

hdr_flags* hf = hdr_fl ags::access(pkt);
/1line 200

if (ecn_ && hf->ect()) ecn =1

stats. pkts_CP[codePt] ++

switch(redq_[ queue]. enque(pkt, prec, ecn)) {
case PKT_ENQUEUED
br eak;

case PKT_DROPPED
stats. drops_CP[ codePt] ++
stats. drops++
cout << "Dropped by dsredq." << endl

#i f def ds_feedback_h
/1| FEEDBACK] notify sender of packet dropped by edge router
i f (!dsFeedback::isFeedbackRunni ng(src,dst)) {
dsFeedback: : dropNoti fy(src, dst, now, icnpAgent);

}
#endi f

drop(pkt);
br eak;

case PKT_EDROPPED
st ats. edrops_CP[ codePt] ++
stats. edrops++
cout << "Early dropped by dsredq." << endl

#i f def ds_feedback_h
/1| FEEDBACK] notify sender of packet dropped by edge router
i f (!dsFeedback::isFeedbackRunni ng(src,dst)) {
dsFeedback: : dropNoti fy(src, dst, now, icnpAgent);

}
#endi f

edrop( pkt);
br eak;

case PKT_MARKED
hf->ce() = 1; /1 mark Congestion Experienced bit
br eak;

defaul t:
br eak;

75



int command(int argc, const char*const* argv)
Conmands fromthe ns file are interpreted through this interface.

i nt dsREDQueue::comuand(int argc, const char*const* argv)

if (argc == 3) { [//[FEEDBACK] set the icnp agent handle

if (strcnmp(argv[1], "set-icnp-agent”) == 0) {
Tcl & tcl = Tcl::instance();
| cnpAgent * agent = (IlcnpAgent*) Tcl Object:: | ookup(argv[?2]);

if (agent == NULL) {

tcl.resultf("[dsRED] [ FEEDBACK] No agent %", argv[2]);
return (TCL_ERROR);

}

i cnpAgent = agent;
return(TCL_OK);

return(Queue: : command(argc, argv));
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APPENDIX C. SAMPLE OTCL SCRIPT

test_default.tcl
g
# test_default.tcl
# Aut hor: Matthew Braun
# Dates: Aug 28, 2002
# Notes: Heavily nodified fromthe exanple file
# ~ns/tcl/ex/diffserv/ds-cbr-TSWBCM tcl witten by Jereny Ethridge.
#
# c- - e mmm e e e e e e, e,
# |s1|------- |[extl]------------ | ext2]|---|el|---|core|l---|e2|---]|dest
H cm = mmmm = d e e - . .
# I I
# I I
# I I
# I I
# I I
# I I
# e S
# | attack|---------- | z1|
#  aeeeaa-- S
#
i
W= 2d
r+A = 2CIR

H HH

good source sends 2500 packets (2.0 seconds) while under attack

set ns [new Sinul at or]

set nf [open test_def.nam w

set dest_trace [open dest.trace w
#$ns nantrace-all $nf

proc finish {} {
gl obal ns nf
$ns flush-trace
cl ose $nf
# exec namtest_def.nam &
exit O

# difference between paths
set delta "110ns"

# tokenBucket paranmeters
set cir0 10000000
set cbsO 4001

# source paraneters rates
set rate0 10000000
set ratel 10000000
set packet Si ze 1000
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# pareto (or exponential) paraneters
set burstTinme 500ms
set idleTime 20ms
set par Shape 1.9

# port nunbers
set udpPort 1
set icnpPort 2
set chrPort 1

# traffic type in use
# set traf _type "Exponential”
# set traf_type "Pareto"

set traf _type "CBR"

# sinul ati on paraneters
set testTinme 2.5

# Set up the network topol ogy shown at the top of this file:
$ns node-confi g -addressi ngType heir
set sourcel [$ns node]

set attacker [$ns node]
set externl [$ns node]
set extern2 [$ns node]

# Set src addr of mmlicioius packets to the addr of the good src
set floodl [$ns node [$sourcel node-addr]]
set flood2 [$ns node [$sourcel node-addr]]

set edgel [$ns node]
set core [$ns node]
set edge2 [$ns node]
set dest [$ns node]

#create |inks between nodes

$ns dupl ex-1ink $sourcel $externl 100Mo 10ms DropTai
#set link_src_ext [$ns link $sourcel $externl]
#$sourcel add-route [$attacker id] [$link_src_ext head]

$ns dupl ex-1ink $externl $attacker 100Mo $del ta DropTai
$ns dupl ex-link $externl $extern2 100Mo 100ns DropTai
$ns dupl ex-1ink $attacker $zonmbi el 1Mo 100ns DropTai

$ns dupl ex-1ink $attacker $zonmbi e2 1Mo 100ns DropTai

$ns dupl ex-1ink $zonmbi el $extern2 1000Mo 100ns DropTai
$ns dupl ex-1ink $zonmbi e2 $extern2 1000Mo 100ns DropTai
$ns dupl ex-1ink $extern2 $edgel 1000Mo 10ns DropTai

$ns dupl ex-1ink $edge2 $dest 100Mo 5ms DropTai

$ns sinplex-link $edgel $core 100Md 5ns dsRED/ edge
$ns sinplex-link $core $edgel 100Mb 5nms dsRED/ core
$ns sinplex-link $core $edge2 100Mb 5nms dsRED/ core
$ns sinplex-1ink $edge2 $core 100M> 5nms dsRED/ edge
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#nam | ayout of nodes

$ns dupl ex-1ink-op $sourcel $externl orient down-right
$ns dupl ex-1ink-op $externl $extern2 orient right
$ns dupl ex-1ink-op $attacker $externl orient up
$ns dupl ex-1ink-op $attacker $zonbiel orient right
$ns dupl ex-1ink-op $attacker $zonbie2 orient right
$ns dupl ex-1ink-op $zonbi el $extern2 orient up
$ns dupl ex-1ink-op $zonbi e2 $extern2 orient up
$ns dupl ex-11ink-op $extern2 $edgel orient right
$ns dupl ex-1ink-op $edgel $core orient right

$ns dupl ex-link-op $core $edge2 orient right

$ns dupl ex-1ink-op $edge2 $dest orient down

#create dsred queues on the sinplex links in the DS donmin
set gE1C [[$ns |ink $edgel $core] queue]
set qE2C [[$ns |ink $edge2 $core] queue]
set gCEl [[$ns link $core $edgel] queue]
set qCE2 [[$ns |ink $core $edge2] queue]

# Set DS RED paraneters from Edgel to Core:
$gELC neanPkt Si ze $packet Si ze
$gELC set numueues_ 2
$gELC set NunPrec 1
$gE1C set MREDMbde DROP
$gELC set Schedul ar Mode PR
$gE1C addQueueRate 0 $cir0
$qELC addPol i cyEntry [ $sourcel node- addr]
[ $dest node-addr] TokenBucket 10 $cir0 $chsO
$qELC addPol i cerEntry TokenBucket 10 O
$gE1C addPHBEntry 0 1 0
$gE1C addPHBEntry 10 0 O
$gEL1C configQ 0 0 10 20 0.99
$gEIC configQ 1 0 0O O 1.00

# Set DS RED parameters from Core to Edge2:
$gCE2 neanPkt Si ze $packet Si ze

$gCE2 set nunmQueues_ 2

$qCE2 set NunPrec 1

$qCE2 addPHBEntry 0 1 0

$qCE2 addPHBEntry 10 0 O

$gCE2 configQ1 0 0O O 1.00

$gCE2 configQ 0 0 10 20 0. 10

# Set up one connection between good source and the destination
set udpl [new Agent/UDP/ Sniffer]

$udpl set packet Size_ $packet Si ze

$udpl set prio_ O

$sourcel attach $udpl $udpPort

set valid traffic [new Application/Traffic/$traf _type]

$valid traffic attach-agent $udpl

$valid traffic set packet_size_ $packetSize

$valid traffic set rate_ $rate0

$valid_traffic set random 1
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# $valid traffic set burst_tine_ $burstTinme
# $valid traffic set idle tine_ $idleTine
# $valid_traffic set shape_ $par Shape

#null sink for traffic to dest
set nulll [new Agent/ Nul | ]
$dest attach $null1l $udpPort
$ns connect $udpl $nulll

# Set up control agent at attacker
set attkl [new Agent/UDP/ Controll er]
$attkl set packetSize_ $packetSize
$attkl set prio_ O

$attacker attach $attkl

#connect this controller to the sniffer on sourcel
$udpl set-controller $attkl

# create zonbi e agents
set f1 [new Agent/ UDP/ Fl ood]
set f2 [new Agent/ UDP/ Fl ood]

#create cbr sources to attach to zonbies
set cbrl [new Application/Traffic/ CBR]
$cbrl attach-agent $f1l

$cbr1l set packet_size_ $packet Si ze
$cbri1 set rate_ $ratel

$cbrl set random 1

set cbr2 [new Application/Traffic/CBR]
$cbr2 attach-agent $f2

$cbr2 set packet _size_ $packet Si ze
$cbr2 set rate_ $ratel

$cbr2 set random_ 1

#attach flood agents to nodes
$fl oodl attach $f1 $udpPort
$fl ood2 attach $f2 $udpPort

#connect zonbi e agents to dest agent
#set null 2 [new Agent/ Nul | ]

#$dest attach $null2 5

$ns connect $z1 $nulll

$ns connect $z2 $nulll

#add fl ooders to controller
$attkl add-fl ooder $z1
$attkl add-fl ooder $z2

$udpl set class_ 1
$f1 set class_ 2
$f2 set class_ 3

$ns color 1 Geen
$ns color 2 Red
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$ns col or 3 Bl ack

# Set up icnp agents at the good source node and the DS Edge
set icnpl [new Agent/| CVP]
$sourcel attach $icnmpl $i cnpPort

set icnp2 [new Agent/| CVP]
$edgel attach $icnmp2 $i cnpPort

#need to let this queue know what it's attached icnp agent is
#so it can tell the agent to send feedback msgs

$qELC set-icnp-agent $icnp2

$ns connect $icnpl $icnp2

#tracing and nmoi ntori ng objects
set dropt [$ns create-trace Drop $dest_trace $sourcel $dest]
$ns drop-trace $edgel $core $dropt

$gELC printPolicyTable
$gELC printPolicerTable

$ns at 0.1 "$valid_traffic start"”
$ns at 0.5 "$qELC print Stats”

$ns at 0.5001 "$cbrl start"

$ns at 0.5003 "$chbr2 start"

$ns at 1.50 "$qEIC printStats"

$ns at S$testTine "$valid_traffic stop”

$ns at S$testTinme "$cbrl stop”

$ns at S$testTinme "$cbr2 stop”

$ns at [expr $testTinme + 0.2] "$gEIC printStats"”
$ns at [expr $testTine + 0.21] "finish"

$ns run
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